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H.0. 3aMECTHUTEIIA I'EH JIBHOT'O IMPEKTOpa
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«29» urons 2026{

JTOKYMEHTAIIAS O 3AKYIIKE

1, IIpeamer 3akynkH: nporpamMMHO-anmapaTHeIl kommieke «Cucrema
cbopa u 06paboTku coObITHI HH(pOpPMaLMOHHON Oe3omacHocTu» (manee — SIEM)
(I mT.) ¢ ycryraMu 1o HacTpoMKe U MMyCKO-HalaJ0YHBIME paboTaMH.

KOJI OKPE: 58.29.50.000

Z TpeGopanus Kk npeaMeTy 3aKyNKH:

Bcee onnmn, npenycMmorpennsle npousBoutesneM SIEM, M0DKHbBI TOJIHOLICHHO
(GyHKUMOHMPOBATh U OBITH IOCTYIIHBIMH Ha TeppuTopHu Pecrybnuku bemapycs.

K mocrasisieMoMy 000pyI0BaHHIO JOJDKHA MPHUIATAThCS KOMUS cepTH(HKaTa
COOTBEeTCTBUA HanmoHasbHON CUCTeMbl MOATBEPIKIAEHUs COOTBETCTBHUS PecmyOmukn
bemapyce  Ha  cooTBeTcTBHEe  TpeOOBaHUSAM  TEeXHHYECKOTO  perjaMeHTa
TP 2013/027/BY  (ucnons3oBanne SIEM B  HMH(OPMAIMOHHLIX  CHCTEMAX,
OTHECEHHBIX K KJIACCy THIIOBBIX MH(MOPMAIMOHHBIX cHCTeM 3-MH, 3-crel, 3-JcI,
3-ronn cornacHo Ilpunoxkenuto | mpukasa onepaTHBHO-aHAJIUTHYECKOTO ILEHTpa TpH
[Tpesunente Pecny6nuku benapycs ot 20.02.2020 Ne 66 «O mepax 1o peajidzaliu
Yxa3a Ilpesunenta Pecrybuuku besapycs o 09.12.2019 Ne 449y).

[IpoussoauTens npejiaraeMoro perieHus M0JDKEH UMETh MPeCTaBUTEILCTRO
Ha Teppuropuu Pecnybnuku bBenmapychk, s BO3MOMHOCTH — OTEPaTHBHOIO
B3aUMO/ICHCTBHSI U PELIeHHsI BOBMOKHBIX BOITPOCOB,

2.1. MunumajnbHble TEXHHYECKHE TPeOOBaHUs K cepBepy:

No HaumenoBanue 3uavenne IIpumeuanue
napamerpa
1. | ®opm-hakTop 2U Rack JUIs ycTaHOBKH B
cTolKy 197
2. | Tun nporeccopa He menee Intel Xeon Scalable
5-T0 MOKOJIEHUS
3 KonuuecTBo 1poreccopon He menee 2 .
4 Ob11ee KOTHYECTBO ITOTOKOB He menee 42
5, ITojutepikka MHCTPYKITHH SSE 4.2
6. | Tun namsitu DDRS RDIMM ECC
7 OOBeM yCTaHOBJIICHHOM ITaMATH He menee 128 ['b
8 Bo03MOKHOCTB paciimpeHust Jo 8Th
9 RAID-konTpOmnep AmnrmnapaTHbIH, K311 HE MEeHee RAID 0,1,5.6,10
4I'b
10. | CucreMHble HAKOITUTEIH 2xSSD ne menee 480 ['b RAID 1 qns OC
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Hakormwrenn 115 JJaHHBIX

8x NVMe SSD ne menee 3.84

Thb
12. | Iloanepsxka Hot-Swap Jla ["opsiuas 3amena
13. | Tum ceTeBOro ajanrepa OCP 3.0 unu PCle
14. | CkopocThb IOPTOB He menee 2x25Gbe
15. | biok nuranue 2x e menee 1100W Pezepruposanue N+
16. | DueprosdheKTHBHOCTD 80 PLUS Platinum uju BbIIIIE
17. | Jononuurensusie Tpebosanus: | - Comectnmocts ¢ OC:

Ubuntu 22.04, Astra Linux
SE PYCB.10015-01 (v1.7+),
Debian 12;

- [Tojutepikka
supryanu3anun: VMware
vSphere, Hyper-V, KVM,
zVirt;

- CpencTBa ynaaéHHOrO
ynpasnenus: [IPMI 2.0,
Redfish API;

- KomiutekT HampasJisiommx
JUISl YCTAHOBKH B CTOHKY 19";
- Kommiexr kabenei
ANIEKTPOMUTANUS (HE MEHEE
2 1T.);

- Texnnueckas
JIOKYMEHTAIUS Ha PYCCKOM
SI3BIKE;

- CepruduKaT COOTBETCTBUSA
TP TC unu nexnapauus
COOTBETCTBHUS,;

- ObopyoBaHUE JOJIKHO
OBbITH HOBBIM, HE OBIBIIINM B
ynoTpedJIeHHH,;

- ['on BBIMyCKa
00opy/10BaHU: HE paHee
2024 ropa.

- lIpenycranoska
OIeparMOHHON CUCTEMBI.

«3amMIeHHasi cpeJa BUPTYATH3ALHN»:

KOMITOHEHTOB MH(PACTPYKTYPBI.

2. Umeet

¢JIMHbIN

rpaduyecKuit

BeO-UHTEpPeiic

uHTepPeic KOMaHIHOH CTPOKU aJIMMHUCTPATOPA CIIYHKOBL.

3. Mmeer cpencTtBa YIpaBI€HHS CepBepamu
KOMAaHJIHOH CTPOKH.
4. VimeeT BO3MOXHOCTH CO3JIaHUs 111a0JOHOB
pasBepTHIBAHUS  BUPTYaJbHBIX MalllMH U3

ObICTPOTO

MCIIOJIb30BaHUs OHOIMOTEKH 00Pa30B.

BUPTyajlu3allii B

2.2. Munumaiabible xapakrepuctukun K IIporpammubomy obecnedeHuio
1. OBecnieunBaer pabOTy BHUPTYaIbHBIX MalllMH W OCTAJbHBIX CEPBEPHBIX

AQIMHUHHCTpaTOpa

BUPTYalbHBIX MalllMH MU
DTHX

111a0JIOHOB,

BUJIE



5. iMeeT BO3MOXKHOCTH aJIMHHHCTPATOPY CHCTEMBI TOIy4YaTh JOCTYIN K
rOCTEBOM OIEpallMOHHOW CHCTEME uepe3 CepBep BHPTyaIU3alMd [axke B Cilydyae
OTCYTCTBHsI Y BUPTyaIbHOM MAIIMHBI CETEBOTO aJlanTepa WiIu MOAKIIOYeHHS K CETH.

6. liMeeT BO3MOXHOCTH pasrpaHMuYEHHs JIOCTyNa K BHPTYaJIbHOH cpeje,
MIOCTPOEHHOI'0 HA OCHOBE KIIACCUYECKOW POJIEBOM TMOJMTUKH OE30MacHOCTH U ee
UHTETPALUU CO CIIy»)00i Karajora.

7. iIMeeT BO3MOXHOCTb IMepeMEIIeHHS BHUPTYAIbHBIX MAallldH  MEXIY
cepBepamu 6e3 BeikmoueHus: OC BUPTYaabHON MAIIMHBL.

8. FiMeeT BO3MOXHOCTh TepeMeleHns (aiiioB BUPTYaILHBIX MALIMH MEXY
cucTeMaMH XpaHeHus 0e3 octaHoBkH OC BUPTyaJIbHO# MalllUHEI.

9. MiMeeT BO3MOXXHOCTh aBTOMATHYECKOIO Iepe3anycKa BUPTYAIbHEIX MaIlWH
Ha JpYyrux GU3MYECKUX cepBepax BHPTYaAIH3aIMH, HAXOASIIUXCS B OJIHOM KIIACTepe,
B CJIy4ae BBIXOJa U3 CTPOs cepBepa, Ha KOTOPOM OHH (yHKIIMOHHPOBAJIH.

10. HMmeer BO3MOXHOCTH MpobOpoca Ha BHpPTyalbHble MamuHbl USB-
YCTPOMCTB (PU3MUECKOTO cepBepa.

11. OGecrnieunBaeT BO3MOXKHOCTh KJIIOHHPOBATh BHPTYaJbHBIE MAIIMHBI 03
HeOOXOMMOCTH BBIKJIFOUEHHUS BUPTYalbHBIE MAIIIMHEL.

12. HMmeer BO3MOMHOCTb AMHAMHUYECKOro H00aBlieHHs pecypcoB: RAM,
vCPU, nuckoBOro npocTpancTBa, 6€3 OCTAaHOBKH BUPTYAIBHON MAIIMHBI.

13.  HMmeer BO3MOXHOCTH BBIJENSATH MPOCTPAHCTBO HA CHCTEME XpaHEHHSI
JAHHBIX IS JUCKOB BUPTYaJIbHBIX MAlllMH IO TpeOOBaHHIO, IMO3BOJIAIOIIEE Ooliee
3((heKTHUBHO €ro KCIoIb30BaTh

14.  Hmeer BO3MOXHOCTb CO3J@aHHS MTHOBEHHOTO CHHMMKA COCTOSIHHS
BUPTYaJIbHOW MalllMHBI ¢ BO3MOXKHOCTBIO BO3BpaTa K HEMY.

15. HMmeer mommepxky OTOOpakeHHs eIUHOro rpaduyeckoro Beb-
HHTep(eiica aIMUHUCTPATOPA HAa PYCCKOM SI3BIKE.

16. Hmeer enuHOe OKHO OTCII€)KHBAHHsSI COCTOSHHS CHCTEMBI B PEalbHOM
BpeMenu (Dashboard).

17.  HmeeT BO3MOXHOCTh pa3MelleHHs ()aiIOB BHPTYaldbHBIX MAalllMH Ha
CJIEIIOLIUX THUIIAX CUCTEM XPaHEHHUS:

a. ¢ ¢alnoBelM JgocTynoM 1o Tmpotokony NFS, jokanbHOM [OHcKe
THIIEpBHU30pA.
b. ¢ 6mounBIM focTymom mo nmpotokonam Fibre Channel u iSCSI.

18. Hmeer BO3MOXHOCTB obecrnieueHUs BBICOKOM JIOCTYITHOCTH
BUPTYaJIbHBIX MAIlKH, (paliIbl KOTOPHIX pa3MelleHbl Ha CHCTEMaxX XpaHeHHs JaHHBIX.

19.  HMmeer BO3MOXXHOCTH aBTOMATHYECKOTO0 BOCCTAHOBIIEHHsI (Iepe3aryck)
BUPTYaJbHOW MAIlIMHEI B aBAPUHHOM COCTOSIHHH.

20. lmeer BO3MOXHOCTh aBTOMATHYECKOW  OaJaHCHPOBKH pabO4YMX
Harpy30K MeXIy XOCTaMH IIyTeM «ropsuei» wmurpaidu 0e3 BBIKIFOYEHHUs
BUPTYaJIbHBIX MaIllUH.

21.  OGecneyuBaeT BHUPTyaM3allMI0 aMllapaTHBIX pPECYPCOB B  BHUJE
000COOJIEHHBIX BUPTYaJbHBIX MAIIWH, PabOTAlOUMX Ha (U3UYECKOM cepBepe X86
aApPXHUTEKTYPHI.




22. HMeeT B CBOEM COCTaBE CUCTEMY PE3ePBHOIO KOIIMPOBAHUSA, JOCTYIIHYIO
yepes eIUHbIH rpauIecKuit BeO-uHTepdelic aIMUHHCTPATOPA.

23.  Wmeet mommepxky texuosnoruu NVIDIA vGPU.

24. Vmeer BO3MOXKHOCTE Bkmouyenuss Texuoisorud NVIDIA  Unified
Memory mns BuptyanbHbix GPU.

25. HmeeT BO3MOXHOCTb IlepeJjaul JJaHHBIX COCTOSTHUSI CHCTEMBI B CHCTEMY
MoHHTOpHUHTa Zabbix.

26. lMeer BO3MOXHOCTH ()YHKIIMOHHPOBAHMS KaK C HaJHM4UeM (PU3UUYECKHX
CX]JI, Tak 1 B cocTaBe T’MIIEPKOHBEPIrEeHTHOM CpPEIbI.

27. HWmeer QYHKIMM 1O CO3JAaHUIO M  HMCIOJIB30BAHUIO BCTPOECHHOMU
uHdpacTpyKTyphl Bupryansueix Pabounx Cronos (VDI).

28. HMMeer afMHHHCTPATUBHBIN U TIOJB30BATEILCKUN BeO-TIOPTAIL.

29. Hmeer BO3MOKHOCTH YCTAHOBKH B PEKHUME BBIJIEIEHHON (U3MYEeCKOH
WIIM BUPTYaJbHOM MalllMHBI BHE YIIPaBJISIEMOTO KJIacTepa M B PEXHUME BUPTYabHOU
MaIlIMHbBI Ha THIIEPBU30pax YIpaBIseMoro Kiacrepa.

30. HMeeT BO3MOXKHOCTH YCTAHOBKH 0e3 MOJKIIOUeHHUs K ceTu MHTepHeT.

31. VMeeT BO3MOXHOCTE aBT03aIlyCKa BUPTYaIbHbIX MAILIKH.

32. HmeeT BO3MOXXHOCTH YIIpaBJ€HUS JIOKAJIBHBIMHU IIOJB30BATENAMHU Yepe3
eIMHBII rpadudeckuit BeO-uHTepeiic aIMUHUCTpATOpA.

33. ImeeT BO3MOKHOCTh MpoOpoca Ha BUPTYyaJlbHblE MAIKWHbBI JIOKAJTBHBIX
nuckos 1 LUN.

34. O6GecneunBaeT mocTyn K koHconun BM mno nporokonam SPICE, VNC,
HTMLS.

35. VMeeT BO3MOXXHOCTh  IEHTPAJIM30BAHHOM  HACTPOMKH  CETEBBIX
KOMITOHEHTOB Ha XOCTax BUPTYalu3alliH.

36. HMmeeT mnommep)XKy CO3/IaHHMS METPO-KIAcTepOB UL IIOCTPOECHHS
BBICOKOJOCTYITHONW HHGPACTPYKTYphl Ha HECKOJBKMX ILIONIaAKaX. B kadecTBe reo-
pacrpesieleHHOr0 XpaHWIIHINAa MOTYT BBICTynmaTh Kak knaccudeckme CXJI (¢
COOTBETCTBYIOITUM (YHKIIMOHAJIOM), TaK U IIPOrPaMMHO-OIIPEEIIsIEMBIE.

37. VMMeer noaaepKKy MUTpallid BUPTYalbHBIX MAIIMH MEXIY KilacTepaMu
Oe3 npeprbiBanus paboTk cepBUCOB B rocteBbix OC.

38. Mmeer BO3MOXHOCTH MHIpPalliM BUPTyalibHbIX MamuH Ha 6Oase OC
(Astra Linux, PEJI OC, Aner, POCA, AsBpopa, AlterOS») u3 apyrux cucrem
BUPTYalH3aluH.

39. Hmeer BO3MOXHOCTH HACTPOMKH BHPTyalbHBIX ceTell Ha 0Oase
pacIpe/ieIEHHOr0 KOMMYTaTropa C yIpaBieHHeM 4depe3 eIHHbII rpadudeckuii Bed-
uHTepdeiic aAMUHUCTpaATOpPA.

40. VIMeeT BO3MOXKHOCTH paciipe/ieIeHHOW KOMMYTaI[iH TaKeToB ypoBHs L2
0e3 MPUBSI3KK K HIDKEIeXKAIleH TOMOJIOTMH CeTH M (PU3HYECKOMY PACIIONIOKEHHUIO C
yIpaBjieHHEM Yepe3 equHbIN rpadudeckuii BeO-unTepdeiic aIMUHUCTPATOPA.

41. Wmeer cpenctBa ympaBinenust [P-agpecanued moaxmodeHHsix BM ¢
yIIpaBlIeHHeM uepes eIuHbIH rpadudeckuii BeO-uHTepdelic anMUHICTpaTOpa.

42. Wmeer Bo3MoOXHOCTH HacTtpoiikm MTU Ha  pacmpeneieHHOM
KOMMYTAaTOpe 4Yepe3 eAuHbIi rpadguyueckuii BeO-uHTepheic aIMUHICTPaTOpa.



43. HMmeer BO3MOXHOCTH HACTPOMKH MaplIpyTH3allMd Tpaduka Mexay
M30JIUPOBAHHBEIMU CeTSIMH 0e3 BBIXOJa Tpaduka 3a Tpenensl BUPTYaILHOTO
KOMMYTaTopa uepe3 eIMHbIH rpaduyeckuil BeO-uHTEpdeic aiMUHICTPaTOPA.

44, ViMeeT BO3MOXHOCTh HACTPONKH MapIHIPYTH3alMKU TpaduKa MEXIy
(Gu3MUecKoi CeThI0 U WU3OJIUPOBAHHBIMHU CETAMH Yepe3 eJWHbIM rpapudeckuii Beo-
UHTEpENCc aAMUHHACTPATOPA.

45. IMeer BO3MOXHOCTH TpaHCISIHK ceTeBbIX anpecoB (SNAT) c¢
yIIpaBJIEHHUEM Uepe3 eJUHBbIN rpaduueckuil BeO-uHTepdeiic afMUHUCTpaTOpA.

46. lmeer BO3MOXHOCTb HACTPOMKM  TpaBUI  MMKPOCETMEHTAllUH
(pacripelieleHHOTO MeXCeTeBOTO JKpaHa) BXOMSIIEr0 W HCXOJMIIEro Tpaduka
BUPTYyaJlbHBIX MallUH Ha ypoBHe L3 u L4 Ha nopty BUpTyalbHOM MamuHe! U 1o [P-
ajipecaM 4epe3 eJUHBINA rpaduueckuii BeO-uHTepdeiic aqMUHUCTpaTopA.

47.  HmeeT BO3MOXXHOCTb OObEIMHEHHUS IIPABUII MHKPOCETMEHTAIIMK B OJIOKH
(rpynmbl ~ ©e30macHOCTH) — 4epe3  eIWHBIM  rpaduueckuii  BeG-uHTep(eiic
aJMHUHHCTpaTOpAa.

48. IMmeer BO3MOXKHOCTh pENaKTUPOBAaHHS TaOJMIBI MapLIpyTH3ALUH
JIOTUYECKOI'0 MaplIpyTH3aTOpa U 3aJlaHusl CTaTUYECKHUX MapUIPYTOB Yepes eJIMHBIH
rpaduyeckuii BeO-uHTEpdeiic aMUHICTPATOPA.

49. Hmeer BO3MOXHOCTH TOJKIIOUEHHS] BHUPTYaJIbHOH MaIUHBI K
CYLIECTBYIOIIEMY IIMPOKOBEIIATEIbHOMY JOMEHY C COXpaHeHHeM (GyHKIHOHAJa
ynpasnenus IP-anpecanueil ¢ ympasieHHeM depe3 eIMHbIM rpadudeckuii Beb-
uHTepdeiic amMUHUCTpaTOpA.

50. IMmMeer BO3MOXHOCTH MpHCBOeHHs IP-ajpecoB ¢ MOMEHTa CO3HaHMS
BHPTYaJIbHOrO HHTepdelica - Kak Ipu co3jaHud BM, Tak W INpH H3MEHEHHH
KOH(puUrypanuu (106aBleHne WIH yAaJleHHe BUPTYAIbHBIX CETEBBIX KapT).

51. HMeer BO3MOMKHOCTH HAaCTPOMKH OTKA30yCTOHYMBOCTH JIOTHYECKOTO
MapIIpyTHU3aTopa, BKIKO4Yas Ha3HAUYE€HUE HECKOJIBKUX CEePBEPOB BHPTYyaJIU3allHH s
JAHHOT'O MapIIpyTU3aTOPa U OINpeeleH’e IPUOPUTETa MOAKITIOUYESHHS Yepe3 eIHHBIN
rpaduyeckuil BeO-uHTEpdeiic afMUHICTPATODA.

52. Hmeer BO3MOXHOCTh KOHBEPTAIllMd BHPTYaIbHBIX MAIIWH HA YpPOBHE
runepsuszopa ¢ 1miargopmel BupTyanuzanuu VMware vSphere ¢ HacTpoiikoii
pasMelneHys (LIeHTp JaHHbBIX, KJacTep W JIOMEH XpaHEeHWs) M MapaMeTpOB CETH C
yIpaBjeHHEM Yepe3 eUHbIH rpadrueckuii BeO-unTepdeiic aiMHUHHCTpaTOpA.

53. HMeeT BO3MOXKHOCTB JKCITOpPTa CIIHMCKa BHPTYaJIbHBIX MAIMH, XOCTOB
BUpTYyajlu3alliy, JOMEHOB XpaHEeHUsl, 1yJI0B, co0bITuH B CSV dopMmar depe3 enuHbIH
rpaduueckuii BeO-uHTEpdeiic aMUHACTPATOpPA.

54. Hmeer BO3MOXHOCTH MepeBOJia [IOMEHa XpaHeHHs B  PEXUM
obciy)kuBaHus ©e3 HeoOXOIWMOCTH OCTaHaBJIMBAaTh BCE IPHUOCTAHOBIECHHBIE
BUPTYyaJlbHbIE MAIIIUHEI.

55. Hwmeer ¢yHkuuonan cbopa cBeneHUH 00 0OOpYyIOBaHHMM, HA KOTOPOM
passepHyTa [10 BupTyanusauuu, Ay Nociaeayolero aHauusa U rnepeiadu B CIIyk0y
HO/ICPIKKH.

56. HMmeer BO3MOXHOCTH aBTOMATHYECKOH OYMUCTKM HH(POpPMAIMH O
XpaHWIKIIAX Ha XOCTaX BUPTYyaIM3allMy NoCie YaJeHus JaHHBIX XPaHHIIHIIIL.




57. HmMeeT BO3MOXKHOCTh MHTEIPALMM C CUCTEMOH I LIEHTPaIM30BaHHOTO
yIIpaBlIeHns] 0e30MacHOCTLI0, COOBITHAMH ¥ uHObopMmauued (SIEM), Bkmrouas:
ArcSight, Ankey SIEM, Max Patrol SIEM u Kaspersky Unified Monitoring and
Analysis Platform (KUMA).

58. HmMeeT BO3MOKHOCTH OTIIPaBKH JOT (hailloB Ha BHELIHUH syslog cepsep
IV OT/EIBHOTO XOCTa BHUPTyalu3alMM, KJacTepa BUPTyallH3allid H CepBepa
YIIpaBJeHMs] ¥ BBIOOpA MPOTOKOIA nepefau AaHHbIX jior ¢aiinos (TCP, SSL) yepes
eNUHBIN rpaduyeckuil BeO-nHTepdelic aIMUHUCTPATOpA.

59. HMeeT BO3MOXHOCTH MpPEJOCTaBICHHUsS HHQOpPMALMM IO 3arpyske
PECYpPCOB XpaHEHHs B PealbHOM BpeMEHM B €JIMHOM TpaduueckoM BeO-uHTepderice
aJMHHHCTpaTOpa M NPEJOCTaB/IATh BO3MOXKHOCTb 3aJaHUsl IOPOTOBBIX 3HAYCHHH
(TIpu TOCTIKEHUHM KOTOPBIX MPUXOIAT YBEIOMIIEHHUS) IO CJIEAYIOIIMM ITapaMeTpam:
CKOpPOCTh YTCHMS Ha JIUCK, CKOPOCTB 3allUCH Ha JHCK, 3aJIepKKa YTEHHS, 3a7epiKa
3aIMCH.

60. JMeer BO3MOXHOCTh PYYHOIO M &BTOMATHYECKOTo (IO pPacIMCaHUIO)
pE3epBHOrO  KONHUPOBAaHMWsS KOHOUIypalluM CepBepa  yIpaBJIEHWs, BKIIOYas
KOH(QHUTYpAIHIO CeTH (BUPTYaIbHBIX CETEH, OACETEH, JOrMYECKUX IIOPTOB, BHEITHUX
ceTeil, IOrMUeCKUX MapLIPyTH3aTOPOB), Uepe3 eqUHbIH rpadudeckuil BeO-uHTEpdEiic
aIMHHHCTPATOpa C BO3MOKHOCTBIO BEIOOpa pacroioxkeHus (aiia pesepBHON KOIHH.

61. HmeeT BO3MOXHOCTH CO3/[aHUSI OTYETOB O COCTOSHHM, YTHJIM3alMH U
omuOKax BUPTYaJIbHOM WH(PACTPYKTYpH! 3a BbIOpPaHHBIHA IEPHOJA BPEMEHH 4Yepes3
eJIMHBIN rpadudeckuil BeO-uHTEpdEHc agMHUHUCTPATOpa ¢ YYETOM YacoBOro mosica
MeHe/DKepa yrpaBieHus B cienyomux popmarax: PDF, HTML.

62. VMeeT BO3MOXKHOCTH IMM(POBaHHUS Iapojiell B KOHGHUIypallMOHHBIX
daiinax ¢ nomomnrpro anroputma AES (Advanced Encryption Standard).

63. IMMeer BO3MOXHOCTH HACTPOHKM  aBTOMATHYECKOTO  IEpEeBOJA
HEJIOrPY/KEHHBIX XOCTOB B P&XKHUM OOCITYKMBaHMs M BBIKIIOYATh, & TAK)KE BKIIHOYATh
JIAHHBIE XOCTBI IMPU HEOOXOIUMOCTH.

64. VMeer BO3MOXXHOCTH (hOPMHUPOBAHHUS THAarpaMMbl (KapThl), HA KOTOPOH
oTOOpaXkeHbl OOBEKTHI BHPTYyalbHOH MHQPACTPyKTyphl (KJacTepbl, CepBepE,
peCypcHl XpaHeHHs ), UX COCTOSIHUE U CBSI3U MEXJly HUMH B P€ajlbHOM BPEMEHH.

65. HMeer BO3MOXHOCTh HACTPOMKH MaKCHMaJIbHOTO KOJIMYECTBA CECCHUM
JUIS TIONb30BaTeledl W3 BHEIIHWX JOMEHOB 4Yepe3 eIuHbIH rpadudeckuii Bed-
HHTepdeic afMHUHUCTPATOPA.

66. TIpou3BomuTeNb MPOrPAMMHOTO OOecneueHHs BUPTYaJIU3alliH TOIDKEH
obecreunBaTh OPUIMATBHYIO TEXHUYECKYIO ITOJUIEPKKY Ha Tepputopuu PecnyOnnku
Benapych, a Takke obOecrneuuTh IIOJHOE IJMIEH3MPOBAHHE COIVIACHO MpaBUiaM
TIPOU3BOIUTEIIS.

67. Wmeer yposeHs moamepxku — 9x5 (B paboune nuu ¢ 09:00 no 18:00).
BpeMs peakiiuu Ha aBapuAHYIO cUTyauuro — 30 MUHYT.

68. ObecneunBaeT paboTy He MeHee 250 XOCTOB BUPTyalld3allii B paMKax
OJIHOI'O KJlacTepa.

69. ObecneunBaeT ynpasieHde He MeHee 4yeM 400 xocTaMu BUPTyallu3aluu
13 eIMHOTO Tpadudeckoro Bed-uHTepdeiica aAIMUHUCTPATOPA.
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70. CeprudumupoBano Ha cooTBeTcTBHEe TpeboBanusM TP 2013/027/BY
OnepaTiBHO-aHaTMTHYECKOTO TeHTpa TpH [ [pe3unente Pecryonuku benapycs.

2.3. DyHKUHOHAJIbHBIE XapaKTepHCTUHKH CHCTEMBI ynpasJieHHusl
coOBITHSIMH HHGOPMALIMOHHOH 0€30NMACHOCTH:
2.3.1. IlepeyeHp 0603HaUYEHHI U COKpallleHUI

I1O [Tporpammuoe obecneyenue

HT3 YacTHOE TEXHHYECKOE 3a/[aHHe

CYC Ub Cucrembl ynpasjieHus: COOBITUIME HH(POPMALIMOHHOMN
Oe30macHOCTH

ub Hudopmannonnas 6e301acHOCTh

HUTC HupopmalmoHHO-TeIeKOMMYHHKAIIHOHHOMH CHCTEMBI

OUn O6BexT nHGOpMaLIMOHHOH HHPPACTPYKTYPHI

HC WudpopmanmronHas cucreMa

BIIO Bpenonocuoe nporpaMMmHoe obecriedeHne

C31 Cpenctro 3aiuThl HHOOPMAaITHK

APM ABTOMaTH3HpOBaHHOE paboyee MecTo

2.3.2. O6mume tpeboBanus k cucreme CYC Mb

CVYC Ub nomxkna obecrieunBath pelleHre CIeyOIMX 00IuX 3a1a4:

= cbop, o0OpaboTka, oTOOpakeHHEe W  JOJITOCPOYHOE  XpaHeHHe
uHoOpMaUH O COOBITHSX M TIIOJO3PEHUAX HA HWHIUAEHTH MH(OPMALHUOHHOM
0e30MacHOCTH, BEISIBIISIEMBIX B HH(QPACTPYKTYpe 3aKa3unKa;

- IpelocTaBjieHHe  MHCTPYMEHTOB Ul aHauu3a  COOBITHH U
paccieoBaHus HMHIUIAEHTOB MH(POPMAIIMOHHONW O€30MacHOCTH, B TOM YHCIIE,
MacTabHBIX HMHIMAEHTOB B, 3aTpardBaroiie HECKOJIBKO TEPPUTOPHANBHBIX
IIOJpa3IeJIEeHHH;

- IIPEJIOCTaBICHHE HCXOAHONH HMH(OPMAIUH VISl ONpE/esICHUs] BIHSHUS
coOBITHA WK noo3peHus Ha uHwaeHT Vb na U T-cepBucsl.

CYC HUb pomkHa CTPOUTBCS KakK e[uHas CHCTeMa C HepapXU4ecKon
(QYHKIHOHAJILHOW CTPYKTYpOH W LEHTPAIH30BAHHBIM IIYHKTOM YIIPABIEHHS U
ABJIATECS COCTABHOM 4YacThlO HH(OPMALMOHHO-TEJEKOMMYHHKAIIHOHHONH CHCTEMBI
3aka3quka.

CYC Ub nomxHa HMETh MHKPOCEPBUCHYIO apXHUTEKTYpy, 00€CIIeYHBAIOIIYIO
nepenoc yactu ¢pyHkiuu CYC b Ha oTlenbHbIe cepBepa, BBITOIHSIONME HYHKIIUH:

- IIpriema coOpITHI;

= Hopmanu3zanmuu cobsITHiA;

- Koppensiuu cobpiTHii;




- XpaHeHUs COOBITHIA.

CVYC UBb jo/mkHa YIOBIETBOPATH CIEAYIOIIAM O0IHUM TpeOOBaHHM:

= MacmTtabupyeMocTh — CIIOCOOHOCTh CHpPaBIATBECH € YBEIHYCHHEM
paboueit Harpysku Ha CYC UMb nyrem HapamupaHus 4uciia (QyHKIMOHAIBHBIX
GJI0KOB, BBINOJIHSIONIMX OJHU U TE JKe 3a]a4i (TOPU30HTAIBHOE MacIITAOMPOBAHKE);

- BeprukaneHas MacmTabHpyeMOCTb — BO3MOMKHOCTL — YBEIMUYEHHS
pecypcoB Ha BBIIEJIEHHBIX CepBepax.

- PaboTococoGHOCTE — COCTOSIHUE CUCTEMBbI, IIPU KOTOPOM OHa CIIOCOOHA
BBIMONHATh 3afaHHble QYHKIHM C TapaMeTpaMH, YCTaHOBJICHHBIMU TpeGOBaHHAMU
TEXHUYECKOU JOKYMEHTAIUH.

- OTKa30yCTOWYMUBOCT — CBOWCTBO CHUCTEMBI HEINPEPBIBHO COXPAHSITH
pabotocrnioco0HOCTh B TedeHWe HekoToporo Bpemend. CYC Wb momkna
MIOCTABJIATECS B OTKAa30yCTOWYHBON KoHOUrypanuu (kiacrepe) i obOecredeHus
byHKIMOHUpOBaHUs B ciiydae cboeB obopyaosanus uiu 110,

- VuubHukKausi — HCIOJb30BaHHE THUIOBBIX IPOEKTHBIX PEIICHHH,
obecrnieyeHre BO3MOKHOCTH UCIIOJIB30BaHUs TAKUX PELICHUH.

- WudopmarronHas 6e30macHoCcTh — obecnedeHne KOHQUICHIMAIbHOCTH,
[eJIOCTHOCTH M JOCTYNHOCTH XpaHsmeiics u obpabareiBaemonn CYC Ub
HH(pOpMaLIUH.

CYC Ub nomxkHa obecrnieunBaTh (yHKIMOHHPOBAHUE B CIEAYIOIIUX PEKUMAX:

— IITATHBIM pexuM — pexuM GyHkuronuposanust CYC UMb, npu koTopom
obecreunBaeTcs BhIIOJHEHHE (PYHKIIHOHATBLHBIX BO3MOJKHOCTEH CUCTEMBI B 00BEME,
COOTBETCTBYIOIIEM TEKYIIEMY JTAIly pealld3allui,

— ABTOHOMHEBIH PEXHM — PEXHUM, XapaKTepH3YIOLIUICs OrpaHUYeHHEM
BO3MOXKHOCTE KOHTpOJis. B aTOM ciydae coxpansiercss ocHOBHOM QyHkionan CYC
B 3a uckmouenueM GyHKIUH KOHCONUAAINN HH(POPMALIUH;

- aBapUUHBIA PEXUM — PEXUM (QYHKLUHOHMPOBAHMS CHCTEMBI B CIIydyae
c6os (eB)/oTkaza(oB) oxHOro WK Heckonpkux komnoHentos CYC Mb. B aBapuiiHom
peXxuMe JIOIDKHAa 00ecrneyrBaThCs COXPAHHOCTh JAHHBIX IPH BO3HUKHOBEHUH
aBapUIHOMN CHTYyalliH ¢ mporpaMMHO-TexHHueckumu kommnekcamu CYC Ub;

— CEPBHCHBIM pPEKUM — PEKUM (PYHKIMOHHUPOBAHHUS CHUCTEMBI IIPU
npoBeieHHH paboT 1o obcimyxuBaHHi0 HHpacTpykTypsl CYC Wb (BupTyanbHOH
WM arnapaTHoi) U OOHOBJICHHIO ee KOMIIOHEHTOB. CepBHCHBIA DPEXHUM JOJDKEH
obecrieunBaTh peanusaiuio ocHOBHBIX QyHKIui CYC Wb, 3a uckiroyeHneM pador,
TpeOYIOIIMUX BPEeMEHHOM PHOCTaHOBKH padoThl komnoHeHnTa(oB) CYC Hb.

Hapymienue 1ratHoii  paboThl, BKIIOYass IEPEpPBLIBBI KM BBIXOA 34
yCTaHOBJIEHHBIE TPEIENbl MapamMeTpoB IEKTPONHMTAaHHsA Ha Bpems He Oonee 30
MHHYT HE JIOJKHBI IPUBOJUTSH K:

— TIOSIBJICHHIO JIOKHBIX CUT'HAJIOB YIIPaBJICHHUS;

— morepe UH(HOPMAIMHK, BaXXHOM Ul padOThI CHCTEMBI YIIPaBICHHUS.
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B CYC HWb pomkHa obecnieyuBaTbCsl COXPAHHOCTh JAHHBIX  MPU
BO3HUKHOBEHUHU aBaprIHOﬁ CUTyalluu C MpOorpaMMHO-TEXHUYCCKMMH KOMIIJICKCaMU
CYC UMb nyrtem pe3epBHOTO KOIHPOBAHHUS W BOCCTAHOBJIEHHUS JAHHBIX U
nporpaMmHoro obecneuenus. s storo un(opmaimonnsie pecypcst CYC UB
AOJKHBI BKIIIOYATLCS B KOHTYP CYIIECTBYIOIIMX CUCTEM PE3ePBHOTO KOMUPOBAHHS.

Bce cepsepnbie komnonentst CYC Wb nmomxna crpoutcs Ha 0Oaze Linux
nof00HBIX CHCTEM U He TpeOOBaTh MPHOOPETEH S JOMONHUTENBHBIX THIEH3UH.

ITo oxonwyanuu neiictBus ycnyr texuudeckoit noanepxkku CYC UB cucrema
JOJDKHA COXPAHATH IOJHYH Pab0oTOCIIOCOOHOCTS.

MoHuTOpUHr M aHanu3 COOBITHH HH()OPMALUOHHON OE30MACHOCTH OT
KOHTponupyeMbix pecypcoB MTC He 1gomkeH oKa3blBaTh OTPHUIATEIBHOTO
BO3JCHCTBUSA C TOYKHM 3PEHHs CKOPOCTH HCIOIHEHHUS OOBIYHBIX IIPOIECCOB
(QyHKIIMOHAIBHOW AESATENIbHOCTH MTOApa3/ie/ieHHi 3aKa3uuka.

2.3.3. Tpebosanus k ctpykrype CYC Ub

B CYC Hb nomxkHbl OBITh peann3oBaHbl CIEAYIOIIUME (PYHKIHMOHAIbHBIE

IIOJICUCTEMBI:
~ — Tloxcucrema cbopa u 0b6pabotku cobsiTHii 1B,

— Tloxcucrema xpanenus codbitnii Mb;

— Iloacucrema xoppensiuu coosrTuii Mb;

— Tlomcucrema novcka coOBITH U TI003peHK Ha MHIUAeHTHI UB;

— Iloxcucrema perucrpalidi HHIIMIEHTOB;

= Iloncucrema obecrneyenne HHGOPMAMOHHOM 0GE30MaCHOCTH  CcaMOM
CUCTEMBI;

— Iloxcucremsl ynpaBieHHs.

2.3.4. TpeboBanus k ¢pynkiuonuposauuo CYC b

CYC Ub nomxHa o6ecrieunTh BBIIOIHEHHE CIAEAYIOMUX (DYHKIHIA:

- KOHCOJIMAAUUsl M XpaHeHue HHpopMarmu o uHOugeHtax MB,
peructpupyembix CHCTEMOH ¢ LENBIO BBISBJICHHUS MMOA03PEeHUN Ha MHIMAEeHTH! 1B;

- aHanmu3 WHQOpMaLUK O TONo3peHHsX Ha MHIMAeHTH Wb ¢ 1enpro ux
NOATBEPXKICHUS U Ha3HAYEHUS IS [TOCIIEYIOIIero pearipoBaHus;

- cbop M cucTeMaTH3alMs AaHHBIX JUIA IPOBEIEHMS CIELUAIUCTAMU II0
Wb nocnemyromiero ananusa NpUYHH ¥ UCTOYHUKOB MHIMIEHTOB HH(DOPMALIMOHHOM
Oe3omacHOCTH [Js1 ONpelelieHUus: KOPPEKTHPYIOIIUX JeWCTBMH 10 CHMYKEHHIO
BEPOATHOCTH  HACTYIIJICHHS ~ QHAJIOTMYHBIX  HMHUMACHTOB  WH(OPMAI[MOHHOMI
Oe3omacHOCTH B Oy 1yIiIeM;

= obobmieHHOe TpejcTaBicHUEe HWH(GOPMAUM O BhISBIeHHBIX B WMTC
nojpo3peHuax Ha uHUUAeHTel b Ha enunoit konconu CYC UB;

s yBeIOMJICHHE OTBETCTBEHHBIX COTpPYJAHUKOB Wb 00 o0Hapyxenun
MHIIM/IEHTOB/TIOA03PEHUI HA MHIUIEHT;
= agMUHKACTpHpoBaHue KoMioHneHToB CYC UB;
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— MOHHMTOPHHT COCTOSIHUSI, YCTpaHEHHE COOCB M OTKa30B KOMIIOHEHTOB
CYC UBb;

— MOAJEPIKKA HMEPAPXUUECKOH CTPYKTYpbl C Ha3HAYe€HWEM TOJIOBHOH H
nopuuHeHHEIX mTomanok CYC Ub

2.3.5. TpeboBanus K QyHKIIMOHAIBHBIM IIOACHCTEMAM

Peanuzanus (GYHKIIMOHANBHBIX HOJCUCTEM JMOJDKHA ~ YYMTHIBATh
nepapxuueckyro cTpykrypy CYC UMb B nemom.

IMpoexthbie pemerus 1o co3ganuio CYC HMb mODKHBI MperycMaTpUBaTh
BO3MOXKHOCTH IIOJTAITHOIO BHENPEHHsS M HMHTEIPUPOBAHUS  (YHKIMOHAIBHBIX
nozcucTeM. Perienus o obecrnedeHu0 HHGOPMALMOHHOIO B3aUMOIEWCTBUS MEXKITY
dyHKIMoHaNbHEIMA ypoBHsMu U nojcucreMamu CYC Ub, a taxxke ¢ oObekTamu
KOHTPOJISL He JIOJDKHBI MIPelyCMaTpUBaTh CO3JaHus AyONUpyIONIMX 110 OTHOLIEHHIO K
y2Ke CO3JJaHHBIM CETEBBIX M TEJIEKOMMYHUKAIIMOHHBIX HHPPACTPYKTYP.

2.3.5.1. Tloxcucrema cbopa u 06padoTku coorrTrii b

ITopcucrema cbopa u oOpabotku cobweiTuii Wb nomkna o0ecrieunBaTh
peanu3aluio clie/lyroIero Habopa TUIOBIX JIEHCTBH:
- cbop u obpabotka He meHee 2000 coOOBITHH B CEKYyHIY;

- aBTOMATH3MPOBaHHbBIN cOOp U HOpManu3anus codsiTuil Vb, Brimtovast:

o IIPUCBOEHHWE COOBITHSIM KaTeropHii B COOTBETCTBHH C THIIOM
3aperuCTPUPOBAHHOTO COOBITHS;
@ IPUCBOEHWE COOBITHIO CTENEHH KPUTUYHOCTH, YIPABJISAEMON

anqmuuuctpaTopamu CYC Ub;
0 npusegenne coobituit Ub x equnomy dopmary CYC Hb;

o oboraledye CoOBITHI (3aMUCh IOJIE30BATEBCKUX 3HAYEHUH B
mr000e 1oje coOBITHS) HA OCHOBAaHUH I10J1b30BATENIbCKUX TPaBUII,

o COXpaHeHHe UCXOIHOTO COOBITHS ¥ HOPMAIU30BAHHOTIO.

o) HOpMaJIM3alysl 00beIMHEHHOIo IOTOKA COOBITHH OT pasjIn4HbIX
HCTOYHHKOB;

- nepejaya uHbopMauuu o cobwitHsx Mb B moacucreMy ynpaBieHHs
unuuaenramu Ub, moncuctemy xpanenust coosrtuii Mb;

— MOJIJIEPIKKa Tepe/iaud COOBITUH B IPYTHUE CUCTEMBI,

- BO3MOKHOCTh Tepefadd COOBITHM B HOPMAIH30BAHHOM H ChIPOM
dbopMate, B TOM YHCJIE 110 3aJaHHOMY YCJIOBHIO;

- COOBITHS JIOJKHBI COIEPKATh KAK MUHHUMYM CJIeYIOLYI0 HHQOpMAaIHUIO:
jiaTa ¥ BpeMsi BO3HUKHOBEHUS! COOBITHS;
ucrounuk (IP-agpec unu cereBoe UMs);
VHUKAIbHBIH UIEHTHQUKATOP COOBITHS;
THI (KaTeropusi) COOBITHS;
OINUcaHue COOBITHS;
KPUTHYHOCTE (IPHOPUTET) COOBITHS;

0O O O 0 0 O
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O BpEMs ITOJIYYCHHA COOBITHS OT HCTOYHHKA,

o JIOTIOJTHUTEIbHBIE TTOJIS.

Hudopmanus 06 ucToyHUKe cOOBITHS HOJDKHA OBITH MpeacTaBieHa B popMare
IPv4 u IPv6-anpecanunu, mi6o B hpopmare DNS-hostname.

HNudopmanus o BHemHux IP agpecax Jo/pkHaA OBITH TaKkKe IpeACTaBjeHa B
BHJI€ T€OMO3UIIMOHHEBIX METOK (CTpaHa, FOpoJi, KOOPIAMHATHI MECTOHAX0KIEHHUS ).

HononHuTenbHble MO TaKCOHOMHH MOTYT COJEpXarTh HHPOPMAILUIO O
NpoTOKOJIaX TpuKiIaaHoro yposHs, MAC-aapecax, DNS-anpecax, ¢aiinoBsix
AOCTyMax, pa3jd4HBle IepeMeHHble U T.A. JloIKHA moMmycKaThes BO3MOMKHOCTE
pacIIMpeHHs CXeMBbI I10JIel TakCOHOMUU aamunuctpatopamu CYC UB.

[Topcucrema cbopa nomkHa HIMETh YHUGHIHPOBAHHBIE TPAHCIIOPTHI A7 cOopa
COOBITHH M JOINYCKATh IMOJKIIOUYEHHE HOBBIX MCTOUHUKOB anMuHuctpatopamu CYC
Wb Ge3 npuBnedeHHs CTOPOHHUX OpraHU3alMil M pa3paboTYHMKOB.

IToacucrema J1o/pkHa oOecreunBaTh MOHUTOPHHT Syslog HCTOUHHKOB.

IToncucrema momxHa oOecreuuBaTh BO3MOXHOCTE pa3paboTKM NpaBuil
HOpMallM3alldd  COOBITMH AN CYIIECTBYIOIIMX  IIOJIEli  TAKCOHOMHU €
UCIIOJb30BAHUEM BCTPOEHHOIO HMHCTPYMEHTAapuss M He TpeOoBaTh IIpHUBIIEYEHHS
pa3paboTYHKOB.

ITogcucrema cbopa moKHA aBTOMATHYECKH IPUMEHSATH COOTBETCTBYIOLIME
(GopMyBl HOpManu3anuy, 6e3 HeoOXOJMMOCTH HACTPOMKM THUNA HMCTOYHUKA HITH
Benjopa B CYC Ub.

IoscucTeMa nomxHa rapaHTHPOBATh KOLIMPOBaHWE COOBITHI HA areHTe, IpU
II0Tepe CBA3U ¢ LeHTpallbHbIM KoMrnoHeHToM CYC Hb.

ITogcucrema fomkHa oOecreYMBaTh ABTOMATHYECKYIO OIHOMOTOYHYIO U
MHOT'OTIOTOYHYIO apXMBallMIO U MIM(poBaHME COOBITUM MpPH Iepeaayve MX ¢ areHTa
CYC Ub.

IIpu cbope cobbiTuii ¢ ucnosib3oBanueM areHra CYC WB gomkHAa HMeTh
BO3MOYXHOCTB HaCTPauBaTh MOAYJIH MO YMOJTYaHHIO, aBTOMATHYECKH ITOIKIIOYAEMbIE
HACTPOMKHU cOopa /JIsl BceX HOBBIX areHTOB.

Oxzemmsp arenta CYC UB nomkeH UMeTh BO3MOKHOCTD cbopa JlaHHBIX C He
MeHee YyeM 20 pa3sIuYHbIX TUIIOB HCTOYHUKOB COOBITHH OJIHOBPEMEHHO.

Ox3eMiuiap arenta CYC Mb nomkeH NpefocTaBisTh BO3MOXHOCTh YAAIEHHO
paclIMpUTh ayIUT Ha MCTOYHHMKE COOBITHH 6e3 HeoOXOMMMOCTH HACTPOHMKH CaAMOTO
HUCTOYHHUKA.

B pamxax nepapxudeckoii ctpykTypbl CYC UB m0mkHEI OBITE peanu30BaHbl
CJIeYIOIHE BapUaAHThl XPaHEHHUs U Mepeladu COOBITHIA:

— XpaHeHHe COOBITHH Ha MOJYMHEHHBIX ILIOLIAKaX;

— IIepeava BCCX COOBITHIA C IMOAYHUHCHHBIX IJIOIAA0K Ha 'OJIOBHYIO.

2.3.5.2. Tloacucrema xpanenus coobrtuii Ub

Ilogcucrema XxpaHeHus coObituii Wb nomkHa OBITH peanu3oBaHa B BUJE
€IHHOr0 paclpejeneHHoro xpaHuwnuiua Ha ©Oasze Elasticsearch u oGecneunBarh
pealn3almio cielyrouero Habopa TUITOBBIX JeHCTBHIA:

,‘éf 11
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= BbljICJIEHHE OTAETBHOrO CepBepa yIpaBieHus, IpH HEOOXOIUMOCTH, IS
ONITUMH3ALMH Harpy3KH;

- BbIJIEJIEHUS] OT/ICJIBHOTO cepBepa HUHIEKCHPOBaHUs, npu
HeOOXOIUMOCTH, JIJIS ONITUMHM3ALMHU HAIPY3KH,

- nonrocpodHoe xpaneHnue coobITuit b kak B HOpMalIM30BaHHOM, TaK ¥ B
HUCXOJHOM BHU/IE;

s xpaHenue cobertuit UMb B cxkaToM BHAe Al SKOHOMHMH 00BeMa
TpebyeMOoro MecTa B XpaHUJIULIIE;

- BO3MOJKHOCTb XpaHeHHsI COOBITUH KaK Ha JIOKAIbHBIX, TaK H Ha BHEIIIHUX
(ceTeBBIX) XpaHUIULIAX;

- ajlanTaiys cucteMbl XpaHeHHs coObiTui Mb ros pasHele 4acoBele MOsica
(oToBpakeHue BceX COOBITHIT B €IMHOM BPEMEHHOM TIPOCTPAHCTBE);

- pacrpe/iesieHHoe XpaHeHHe COOBITHH 0e3 KOHCONUJAUMM B €MHOE
XPaHUIIUIIE C BO3MOKHOCTBIO OMEPATUBHOTO JIOCTYTIa KO BCEM COOBITHAM M3 €/IMHOM
KOHCOJIH;

— BO3MOXKHOCTH pacIpe/IeJIeHHOTO TOMCKa MO BCEM COOBITUSAM B €IHHOM
3amnpoce 6e3 nepeayu COOBITUS B €AMHOE XPAHUIIHILE;

e JIOJITOCPOYHOE XpaHeHHe COOBITHI ¢ OMIePaTUBHBIM JOCTYIIOM K JFOOBIM
COOBITHSIM Ha BCEM MHTEpBaJie XpaHEeHHS,

- COKpallleHHe 00BbEMOB XpaHEHHS 3a CUET ABTOMATUYECKOW OYHCTKH
HECYILECTBEHHBIX ¥ HH(OOPMAIIMOHHBIX JAHHBIX HA OCHOBE 3aIaHHOM U YIIPaBIIsIeMOM
agvunuctpaTopamMu CYC Vb KpUTUYHOCTH COOBITHH;

- aBTOMaTHYeCKas OUMCTKA XPAHUITHIIA OT HeMH(DOPMATUBHBIX COOBITHH;

- BO3MOYKHOCTh YCTaHOBKH TTTYOWHBI XpaHEHMs! I10JIb30BATEIEM IS BCEX
TUIIOB COOBITHI;

- aBTOMAaTHYECKOE BOCCTAHOBJICHHE 0a3bl JIaHHBIX MOcie cOoeB.

Xpanwnuiie cucrempl CYC Wb pomkHO obecneyuBaTh — XpaHeHHE
orepaTHBHOM MH(MOPMAIMK 32 IEPHO HE MeHee 1 NociieIHero MecsIa.

JlomkHa ObITh oO0ecreueHa BO3MOXXHOCTh —IIOCIEAYIOLIErO  yBEJTHYECHHUS
eMKOCTH XPaHWIMII 0e3 W3MEHEHUsS BCell apXUTEKTYphl pelleHHsl (TOPH30HTAILHOE
MacIITabupoBaHUE).

[TomcucTeMa JOJDKHA OOecTeudBaTh MCIONb30BaHUE «l'OpgYnx CcepBepoB
XpaHeHus1» o0ecreurBalollell XpaHeHHe COOBITMH, K KOTOPBIM HEOOXOAUM
OnepaTUBHBIA JOCTYN U «XOJOAHBIX CEPBEPOB XPaHEHUA» JId XPaHEHHUs COOBITHI,
JIOCTYIT K KOTOPBIM IIOCTOSIHHO HE TpedyeTcsl.

[logcucremMa XpaHeHHs [OJDKHA MMETh BO3MOXKHOCTHL TI'OPHU30HTAIBHOTO
MacIITabUpoBaHMs IIyTeM BBOJA HOBBIX CEPBEPOB XpaHEHUs COObITHH, 0e3
NpUBJIEYEHHs] CTOPOHHKX OpraHU3allui 1 pa3paboTIMKOB.

[loxcucreMa XpaHeHHsl JOJDKHA BKIIOYaTh B ce0s MOJAYNb apXuBalluy,
001aIaroIUi CIeTyIOIUM (yHKIHOHAIOM:

74 12
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1)  Moaynp pomkeH o0ecrneyuBaTh BO3MOXHOCTH  aBTOMAaTHYECKOM

OJHOIIOTOYHOX M MHOTOIOTOYHOH AapXWUBallM¥ COOBITHH C BBITPY3KOH MX B
OTJesbHbIe (haliyIbl Ha CETEBOM XPAHUIIHIIIE.

2)  Monyns nomxeH obecrniednBaTh BO3MOKHOCTH HAaCTPOWKH INIyOHHBI
XpaHeHHs] COOBITHH B CHCTeMe — COOBITHsS CTaplie yKa3aHHOIO CpOKa JOJIKHBI
aBTOMATUYECKH BBITPY)KAaThCS B ApXUB

3) Monyabs nomxeH obecreynBaTh BO3MOXKHOCTE IIPOCMOTPA MMEIOLIMXCA
apXMBOB, BO3MOXXHOCTh BPEMEHHOI'O IOIKIIOUEHHS apXuBa K CHCTEME IS
OTMEPaTHBHOM pabOTHI ¢ HUM, BO3MOXXHOCTh OTKJIFOYEHHS apXHUBa OT CHCTEMbI I10CIIe
€ro UCIIOJIb30BaHUS.

4)  Mopayne nomkeH o0OecnedydBaTh BO3MOMKHOCTH HECKOJIBKUX BHIOB
apXMBallMM COOBITMH — pexHM OBICTPOM apXWBalliM C MMHUMAJILHOM CTeleHBIO
CIKaTHsl U MEIJICHHOW apXHMBallMK ¢ OOJIbILEH CTENEeHbIO CXKAaTUsl — He MeHee 7 pa3 OT
pasMepa CoObITUH B CHCTEME.

5) Mogyne JomkeH oOecredydBaTh BO3MOMKHOCTH aBTOMAaTHYECKOTO
MOHHMTOPUHTIA COCTOSIHHSI TIOJKIIFOYEHHOTO CETEBOTO XpaHWJIMIIA  C
MpeaynpexaeHneM B MHTepQeiice B cilyyae ero HeJOCTYTHOCTH.

IToxcucreMa XpaHeHuUs OIDKHA BKITFOYATh B ce0sl MOYJIb arperaldy coObITHI,
obaiaoIlui claeayouUM GYHKIHOHAIOM:

1)  Monayns fODKeH  yMeHbIIATh OOBEMa  XpPaHWIMINA  COOBITHI
(ElasticSearch);

2)  Monyns momkeH obecrieunBaTh IpeKpalleHie XpaHeH|s OJHOTUITHBIX U
HEBa)XKHBIX COOBITHIL;

3) Mopayne  jgoJbkeH — oOeclieuWBaTh  BO3MOXKHOCTH  CO3JaHUS U
KOPPEKTHPOBKH IIPABHJI arperanyy B TIpadUyueckoM KOHCTpyKTope Oe3 3HaHus
A3BIKOB [IPOIPAMMHUPOBAHUS;

4)  Mopynp JOMKEH XpaHUTh [EPBOE U TIOCIEHEE COOBITHS, COepIKalIMe
BpEMEHHbIE METKH BCeX MOJIOOHBIX COOBITHH.

[Toncucrema XpaHeHMs JO/DKHa BKIIOYaTh B cebGs MOAYNb (UIBTPALUMM
IPUXOASIINX COOBITHIA:

1)  Monynbs nomkeH olecriednBaTh (pUIBTPALUIO COOBITHH MO CO3JaHHBIM
IpaBUJIaM (PUIIBTPALIUH;

2)  Mopayne  JIOJKeH OCYHIECTBIATH 3KCIOPT M UMIIOPT  MPaBHI
¢uneTpamnyy;

3) Mopyns  pomxkeHn — obecreuMBaTh  BO3MOXKHOCTH — CO3/JaHUs M
KOPPEKTUPOBKH IIpaBUJI (PUIBTpaLUU B rpaduyecKoM KOHCTpPYKTope Oe3 3HaHHS
A3BIKOB IIPOrpPaMMUPOBaHMSI;

4)  Moxaynas nomkeH obecrieuMBaTh KOIMMPOBAHME IPaBHI (QUILTPALMH HA
IOJYMHEHHBIE HOJBI IPpH pexkume Multitenancy.
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2.3.5.3. Iloacucrema koppessiiuu coobiTuil b

ITogcucrema Koppensuuu codbiTuit b nomkna obecneynBarh peanu3aliio
ClleyIOIero Habopa TUIIOBBIX JIEHCTBHI:

BBISIBJICHHE I[OJ03peHHE Ha wuHIMAeHTH Mb mocpeacTBoM KOppessiuH
cobsrtrii b no 3amanaseiM B CYC Wb npaBunaM. JIo/mKHEI BRISBISTHCS TTOA03PEHHUS
Ha cJIeIyIOIIKe UHIIMIEHTBI, BKIII0Yas, HO He OrpaHuIMBasiCh:

O

O

o o 0o O O

O O

© O O O

O
©]
O

IpEeBbIIIIEHHE YHCca YKA3aHHOTO KOJIMYECTBA IIOINBITOK HEYCTEIIHOro
JOCTYTa;

YCHENIHBIX BXOJA I07] YYETHOH 3alHChI0 II0CJIE€ MHOTOYHMCICHHBIX
HEYCIEIIHbIX MOIBITOK;

MOMBITKH [M0J00pa MMaposis K CepBUcaM YIAJIEHHOTO YIpaBIIEHHS
CEpBEpOB H CETEeBOro O0OOpYyNOBaHMS, a TaKXke JUIsi KPUTHYHBIX
YYETHBIX 3allUCEH;

OJIOKMpOBaHHWE YYETHOM 3alMCH M0CJI€ MHOTOYHCIEHHBIX HEYCIEIIHbIX
TIOTIBITOK;

OJI0KHUpOBaHUE KPUTHYHOM/CEPBUCHON  y4YETHOM  3aIkCH 1o
MPEBBILLIEHUIO JIMMUTA HEYJaYHbIX BXO/IOB,;

WHTEPAKTUBHBINA BXOJ IO CITy>KeOHOM/CepBUCHON YUETHOM 3alIUChIO;

[IOIBITKH BXOJa MOJI HECYLECTBYIOIIEN YUETHOMN 3aIIUChIO;

TIONBITKHA BX0/1a MO/ 3a0JI0KUPOBAHHON YUETHOM 3aITHCERIO;

yIaleHHBIM/MHTEPAKTUBHBI BXOJ Ha KPUTHYHBIE PECYpCHl  TI0A
YUETHBIMHU 3aITUCSIMH, HE IIEPEUNUCIIEHHBIMH B YKAQ3aHHOM CITHCKE;

U3MEHEHHE WM CO3/1aHue YYETHBIX 3alliCed II0JIb30BaTeNIsIMU, He
BXOJISIIIMMH B JOBEPEHHYIO IPYIIILY;

M3MEHEHHE yUETHBIX 3aluceil ¥ rpyII BHe pabodero BpeMeHH;

HM3MEHEeHHEe CEPBUCHBIX YUETHBIX 3allUCEH;

BXOJ C MCIIOJIb30BaHUEM [TPUBUIIETHPOBAHHBIX UJIM CEPBUCHBIX YUYETHBIX
3aMuceii, B TOM YKCle B Hepabouue yachl;

MacCOBO€ U3MEHEeHHE YUETHBIX 3alliCed U IPYIII;

Bxirouenue onmuu Password Never Expires;

OYHCTKA )KYPHAJIOB COOBITHH;

MpeBBILLIEHME JIOITYCTHMOIO YHCIa 3alPEIIEHHBIX MEXCETEBBIM SKPaHOM
COEIMHEHHUH;

MPEBBILIEHHE TOMYCTUMOrO YHciia COPOILLIEHHBIX COeAMHEHHUH;

[PEBBIIIEHHE TOIYCTUMOrO YMCIIa HEYCTAHOBIIEHHBIX COEIMHEHHH;

MHOT'OYHCJIEHHbIE OIUOKH JOCTYIa K MCTOYHHUKY (HET IpaB JOCTYIIa).

—  CO3JaHUE KOppesiiMid 10 WCTOPHYECKMM JIaHHBIM (XpaHAIIUMCSA B
CHUCTEME) ¢ WCIONIB30BaHMEM BCEX JIOCTYIMHBIX (QyHKIMH Koppensuuu 6e3
He0OXO0IMMOCTH YCTAaHOBKH JIOTIOJHUTEIBHBIX MOJYJIEH;

— HCTOpUYECKas KOppessiys MODKHA HMeTh (YHKLHMOHAT PYYHOrO W
aBTOMAaTHUYECKOIO 3aIlyCKa;
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CO3/laHHE€ U KOPPEKTHpPOBKA TIpaBUJI Koppensiuuud coObituii Mb B
rpaduyeckoM KOHCTPYKTOpe 0e3 3HAHHS S3BIKOB MPOrPAMMHPOBAHHS;
YCTaHOBKa IMPUOPUTETA HWHIMUAEHTA, PETUCTPUPYEMOI'O B pe3yjbTare
cpabaTbIBaHHUs ITpaBUIIa KOPPEJIAIHY;

YCTAHOBKAa KAaTErOpuMM MHIMJEHTA, B COOTBETCTBUH CO CJIEAYIOLIEH
KJaccuuKaImei:

o Kubeparaxu:

Ucnonezosanue OWM s ocymiecTBieHus: KubepaTak u (WIIH)
pacIpoCTpaHEeHUs BPEIOHOCHBIX IIPOrpaMM;

[Ipexpamenue dyuxkunonuposanus OV, Bei3BaHHOE KuOepaTakoii
«OTKa3 B 00CITyKUBAHUH;

MHuorouucieHHbIe HeyCIelHbIe MONBITKH aBTopu3anuy Kk ONU;
IToneiTku BHenpenus BITO na OWU;

IIposenenue Kkubeparaku «OTKa3 B o0cy)KUBaHUNY,
HanpasieHHol Ha OV, He BbI3BaBIIIel HEraTHBHBIX IMOCIIEACTBHIA;
IloneITKH 3KCIUlyaTauuu ys3suMmoctu Ha O,
HepernamentupoBanHoe ceteBoe ckanupoanne OMMU;

IIonbITKH IpoBejieHUs] KuOepaTaku Ha BeO-TIPUIIOKEHHS M HHBIE
CETEBBIE IIPOTOKOJIBI U CITYKOBI;

Hcmnone3oBanue BBIYKCIIUTEIBHBIX MOIHOCTEH Oonn
JUIs IIPOBEJIEHUsI KHOeparaxk.

o KubepuniumaeHTsr:

Brenpenne u Gpyukumonuposanue BI1O na OUU;

IloneiTka ucnonszoBauust OMU nis pactipoctpanenus BI1O;
[IpocaymuBanue, 3axBaT, NepeHaNpaBlIeHHE CETEBOro Tpaduka
0)%1%K

Pacceuika cnam-coobmennii, pummarossix nucem ¢ OUU;
KoMmpomeranuss ~ y4eTHBIX  3amucedl  MPUBHIETHPOBAHHBIX
[10JIb30BaTeJIel;

HecankuuonupoBanHoe u3MeHeHHe HHGOPMAIIUH;

Hapymenue nopsjaka XpaHeHus Hu 00paboTkd uH(OpMAaIMH
OTPaHMYEHHOI'0 paclpocTpaHeHus: (BO BHEIIHEH W BHyTpeHHeMH
CeTH);

Hecankunonuposanusiil joctyn k OMH, B ToM yucie K cpecTBaM
3alMThl  MH(OpPMAaIMK, C HCIOJB30BAHUEM HH(POPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA;

VYcneniHas skcryatamnus ysa3suMocteid Ha O,
HecankiimonupoBaHHOe MOAKJIFOUEeHHE KaHa000pa3yromnmx
ycrpoiictB k OWU;

Co3nanue HeperinaMeHTUPOBaHHOTO (haiTo0OMEHHOTO CepBHCa,
Hcnonb3zoBanue HepernamentupoBanHoro I10;
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= [lomeITKa HECAaHKIIMOHUPOBaHHOTO noctyna k OWH;

= HecaHKIIMOHHPOBAHHOE 3aBEJCHUE YYETHBIX 3allMCeH, MOBBIILICHUE
IPUBHJIETHI YUIeTHBIX 3allMCeH MOIb30BaTeNIeH;

»  Quucrka xypHaioB 6e3onacHocty OC;

»  Vnpanenue C3U c APM.

o Cb6ou padorocrnocodHoctu obopynoBanus u I10:

= CucremHble coou u neperpysku MC;

= (COoM TmporpaMMHOrO OOECIEeUYEHHUs] WK OTKa3bl TEXHUYECKHX
CPEACTB.

— YCTaHOBKHM 30HbI BHJUMOCTH MHIUAEHTA Ha OCHOBE pPOJIEBOM MOMIEIH
IIPUMEHUTETHHO K KXKOMY ITPaBUILy KOPPESALNH;

— BO3MOXHOCTH HCIIOJIb30BaHMsI B MpaBHJIAaX KOPPEIALMH H3MEHSEMBIX
M0JIb30BaTEIEM CTaTUYECKUX CIIMCKOB;

—  BO3MOXHOCTH MCIIOJIb30BaHMsI B MPaBHJIAX KOPPENISALUH JIHHAMHYECKHX
CIIMCKOB;

—  BO3MOXKHOCThH MCIIOJIb30BaHMSI B IpaBHIaX KOppeNslUd JTHHAMHYECKHX
TaOJIHII;

—  YCTaHOBKA BpPEMEHHBIX OTPaHMYUTEIBHBIX IapaMeTpOB cpabaThlBaHus
npaBuia KOppelsiiuu;

— aBTOMaTHYecKas pPerucTpanus BBIBICHHBIX I1OJO3PEHHH HA HHIUIECHTBI
Wb, onogelieHrue 00 UX BBIIBIEHUM OTBETCTBEHHBIX JIMII U I€pegadya Ux B
MOJICUCTEMY XpaHEHHUS;

— IIPUOPHUTE3aIlHs BBISBICHHBIX MON03peHHH Ha MHLUAEHTH Mb ¢ yueTom
KpUTHYHOCTH  coObITMH  Mb, BBI3BaBIIMX  JaHHBIM WHIUIEHT U
KPUTHUYHOCTH PECYPCOB, 3aTPOHYTBIX MM,

— aBTOMATHYECKHE MEXaHW3Mbl II0MCKa COOBITMA U TOJO3PEHHH Ha
UHIUAeHTsl VB 1o 3aJaHHbIM KPUTEPUSIM U 3HAYEHUSM I10JieH COOBITHI
0e3 co3mMaHWs TPABWI KOPPENsSLUMU Ui KaXIOr0 KOHKPETHOTO THIIA
WHIIHAJIEHTOB;

—  (opMHpPOBaHHKE MOJIB30BATENBECKOTO COOBITHS B pe3ysbTaTe cpabaTeIBaHuUs
npaBUiia KOPpeJsLHH;

— IpOaKTHBHBIC CLEHAPUHU NIPU cpabaThIBaHHH NPaBHIIa KOPPESLIUH;

— mepejaya B MPOAKTHBHBIE CIIEHAPUM OJMHOYHBIX 3HAUYEHHH MM MacCHBOB
UMEH Iojib3oBaresielf, ucxoaHelx I[P anmpecoB, NpoYMxX IEepeMEHHBIX,
GUrypUpyIOIMX B UHIIUIECHTE;

— OTIpaBKa YBEJIOMJICHHs O PETUCTPALUU HHIMACHTA 110 3JIEKTPOHHOH MO4Te
COTPYJIHUKAM, HE UMEIOLIMX JIOCTYIIAa K CHCTEME;

[ToncucreMa Koppensiuu coobiThit b nomkHa obecrieynBaTh KOPPEAIUIO:

—  I10 OTJEJILHBIM COOBITHSIM;

— [0 KOJIMYECTBY COOBITHI 3a UHTEPBAJ BPEMEHH;
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— I10 KOJIMYECTBY YHUKAJIbHBIX 3HAUEHHUH 332 UHTEPBAJl BPDEMEHU;

— II0 IOCJIEZI0BATENIBHOCTH JAECHCTBUM.

IToncucrema KoppensiMM AOMKHA OOecedrBaTh BBINOJHEHUE CIIEYOLUX

byHKIIHM:

— BO3MOXHOCTb HCIIOJIb30BaHHsl KAaTeropuu COOBITHS JUIS JajJbHEHIIEro
WCIIOJIb30BaHKMA B IIPaBUIIAX KOPPEISILUM, BMECTO IepeducieHus id
KOHKPETHBIX COOBITHIA;

— BO3MOXXHOCTB MCIIOJIb30BAHMUS YPOBHS KPUTHYHOCTH COOBITHS,

— HCIIOJIb30BaHUE Olepaluii paBeHcTBa "3HadeHus";

— HCIIONBb30BaHMe ornepaluii 6onpiie "3HaueHus";

— HCIOJIb30BaHME onepanuii Oonbille Uiy paBHO "3HaueHus "

— HCIOJIb30BaHuUe onepaluii MeHblne "3HaueHus";

— HCIIOJIb30BaHHUE OIlE€palliii MEHbIIIe UM paBHO "'3HauYeHUs";

— HCIIOJIB30BaHHE Ollepallysl CTPOKOBOTO paBeHCTBa "3HaueHus";

— HCIIOJIb30BaHUeE OIepalys CTPOKOBOI'O HepaBeHCTBa "3HaueHus'";

— CpaBHEHHE (paBEHCTBO) He 3aBUCHUMO OT PETUCTPa 3HAYEHMH B II0JIE;

— CpaBHeHUE (HepaBEHCTBO) He 3aBUCHMO OT PETHCTpa 3HAYEHHH B [10JI€;

—  IIOMCK HEIOJIHOTO 3HAYeHHS;

— CpaBHEHME TIONs (3HAYeHMs) 3a BPEeMEHHOW mAuama3oH. @Ouxcaius
U3MEHEHUH;

— 3HAYeHHE B I[10JI€ HAYUHAETCS C OMPEACIICHHOrO 3HAYCHHUS,

— IpOBEpKa HaJW4Ms 3Ha4€HHUs B rolie (ToJie He MyCToe);

— IpoBepKa OTCYTCTBHS 3HAUYCHHUS B IoJie (IIycToe moie);

— 3HAYeHWEe M3 IOoIsl BXOJAUT B yKa3aHHBIM CIMCOK WM CIHCKH, KaK B
CTaTUYECKHE, TaK U TMHAMHYECKHE

— 3Ha4YeHHWe U3 IOJI He BXOJIUT B YKa3aHHBIH CITUCOK WU CITHCKH;

— IIPOBEpKa HAJIMYUA ONpPeIeTIEHHOTO MOJIS B COOBITHH;

— IIpOBepKa OTCYTCTBHUS OIpeesIEHHOTO OIS B COOBITHH;

— IIpOBepKa HAJIMYXs MHIMJIECHTOB 10 3HAYEHHUIO B YKa3aHHOM II0JIE;

— HCIOIB30BaHUsl OTPULAHUS K ONpeNeeHHOMY YCIOBHIO WM TPYIIe
YCIIOBUH;

— IpOBEpKa JIOMEHHBIX UMEH Ha BPeIOHOCHOCTH;

— IIOMCK B CIIMCKaX He 3aBUCHMO OT PerucTpa 3HaUeHHUH;

— CpaBHeHHE (pPaBEHCTBO) 3HAYEHHUS U I1OJIS;

— CcpaBHeHHe (HepaBeHCTBO) 3HAUEHHUS U TI0JIS;

— IIOMCK ITOJCTPOKU MO 3HAYEHHUSIM CTATUYECKHUX CIIUCKOB;

— KOIIMpOBaHHE CIMCKOB Ha MOJAYHHEHHBIE HOMBI IpH pexkume Multitenancy;

— MOCTPaHUYHBII MTOUCK 3HAYEHUH CTaTHYECKOTO CITHCKa;

— COPTHUPOBKA 3HAYCHMH TaOMIHII,
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—  MaccoBOe€ y/ajieHHe 3Ha4eHuH TabnuI;

—  BBIBOJI IPABUJI CO CTATUYECKUMU CITUCKAMH.

[TofcucreMa [ODKHA OOeCIEYMBaTh arperanuio HWHIMAEHTOB. Arperaius
NOKHA  OCYLIECTBISATHCS TPH  COBMNAJCHWM 3HAYEHWH JHOOBIX  3a[aHHBIX
aJIMUHHUCTPATOpPOM Tojieli coObiThil. Ilpu perucrpanyuu OOJBLIOIO KOJIUYECTBA
OJIHOTUITHEIX COOBITHI, MPEBBIMIAKIIETO KOJMUYECTBCHHbIE 3HAYCHHA IIpaBuUIla
KOPPEJSIIH, J0/DKEH ObITh CO3[aH TOIBKO OJMH MHLIM/IEHT.

[Toxcucrema N0KHA 0OeCTIeYnBaTh BO3MOXKHOCTE 100aBIeHUs HH(POPMALUU B
JIMHaMHYeCKHe CITUCKH U yAaleHus HHPOpMalUK U3 HUX.

[Togcucrema fmoKHAa o0ecreunBaTh XpaHeHHe COOBITHM  BBI3BABIIHM
WHIUICHT B OT/ICJIbHON 0a3e JaHHBIX.

Anvmuauctparopsl CYC Ub 10/KHBI HMETE BO3MOYKHOCTD:

- BKJTFOUEHHS U OTKJIIOUECHHS OTAEJIbHBIX ITPaBUIl KOPPEIALIUH;

- KOIMPOBAHMSL TpaBWia KOpPpeNsLMH C CO3/laHHeM HoBoro 0e3
ITOBTOPHOTO HAMMMCAHHUS YCIIOBHS;

- Jo0aBjieHre KaTeropu NHLIKUIEHTOB K IPaBUILY KOPPEJIALIHH,

- M3MeHEHHS MT0JI30BaTEILCKOI0 MPaBHia KOPPEISALUY C YTOUHEHHUEM €ro
YCIIOBUSI; '

- HKCIIOPTUPOBATH U UMITOPTUPOBATE IIPaBUIIA KOPPEIIALIKH,

- MPUBSI3Ka COOBITUH K MHLIUAEHTaM, CO3JaHHbIM BPY4YHYIO;

= 5KCIIOPTUPOBATH COIEP)KUMOE CTATUUECKUX U TUHAMUYECKHX TaOJIMIL.

YcnoBue mnpaBuiia KOPPENSIHM MOJDKHO TPAaKTOBAaThCS OJHO3HAYHO, OBITH
UHTYUTHUBHO MOHSTHBIM.

[loncucreMa JIOJDKHA HMETh BO3MOXKHOCTb MCIIOJIB30BATh JIHOOBIE  ITOJIA
COOBITHH U3 TAKCOHOMMUH.

B pamkax uepapxuueckoil ctpykrypsl CYC Wb nomxHa ObIThE obecreueHa
CIIe/yto1ast JIOrHKa paboTHI MOJICUCTEMBI KOppessuuy coOprtuii Hb:

- B ciydyae paOOThl IOJCHCTEMBl KOppENsLUU Ha CTOPOHE TIOJOBHOM
IJIOLIAJKH KOPPEJSIKS [ODKHA OCYILECTBIATECS HE3aBHCHMO [0 KaKJI0W U3
I10/IYMHEHHBIX TUIOLIA0K;

- B ciaydyae paboThl MMOJACUCTEMBI KOPpENIsILMUA Ha CTOPOHE MOIYMHEHHON
IIOIIAIKHY JJOJDKHA OBITh 0oOecIieueHa BO3MOXKHOCTh Nepeadyu MpaBUIl KOPPEALHH C
TOJIOBHOM IIJIOIIAJKKA Ha IMOJYMHEHHbIE C BO3MOYKHOCTBIO BBIOOpA II0JIE30BaTEJIEM
TUIOLIAJ/IOK, Ha KOTOpBIe HEOOX0UMO MepeaTh IIpaBuila.

2.3.5.4. Tloxcucrema noucka COOBITHI U Moa03peHUi Ha HHIMIeHTHl Wb

IMopcucTeMa moucka COOBITHH M Tomo3peHHM Ha wHUKUAEHTH Kb nomxHa
obecIieuynBaTh peann3allfio CIelyolero Habopa TUIIOBBIX JEHCTBUI:

- dbopMupoBaHue rpapuueckux MpeIcTaBIeHUH U BU3yalH3alMi JaHHBIX
B COOLITHSIX;

= COPTUPOBKA ¥ I'PYNITHUPOBKa COOBITHIA;
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- oToOpakeHHe HOPMAaJM30BaHHBIX COOBITMH C BBIBOJOM YKa3aHHOM
TocJen0BaTeIbHOCTH U Habopa Toe;

- U3MEHEHHWE OYEPEJHOCTH M KOJIHMYEeCTBAa BBIBOJUMBIX MOJICH mpu
JETalIbHOM IIPOCMOTpPE COOBITHIA;

- IPYIITHPOBKA 110 YKa3aHHOMY I10JIb30BaTeNeM IOJII0;

- co3/iaHue COXpaHEeHHBIX bunbTpoB IpOCMOTpa coOBITUI
I10JIb30BATENSIMU U aIMUHUCTPATOPaMH;

= MCII0JIb30BAaHKE COCTaBHBIX IOMCKOBBIX 3alPOCOB,

= MOMCK COOBITMH 0e3 3HaHMS TEKCTa COOBITHS, IO KATEropusM H
KPUTEPUSIM;

= BO3MOXKHOCTH MCITOJIb30BAHHUSI IOTHYECKUX OIEePaTOpOB;

- BRITPY3Ka COOBITMH 10 (uibTpaM ¢ yKa3aHHBIMH TIOJSMM M HMX
OYEPETHOCTHIO;

- rubkoe (GopmMHUpOBaHHE OTYETOB IO COOBITHSIM Ha 0a3e ITOMCKOBBIX
3aIlpOCOB;

- nouck coOeituii UMb, CBSI3aHHBIX C KOHKPETHBIM IIOJO3DEHUEM Ha
uHnuaenTt 1b;

- COPTHPOBKA COOBITHH 110 KAXIOMY M3 BO3MOIKHBIX IIOJIEH;

- IIOJIHOTEKCTOBBIA IMOUCK IO CHIPBIM COOBITHSIM;

- IepeMelleHHe 10 COOBITHAM KIIaBUIIaMH T U | ;

= IPYIITUPOBKA T10JIs COOBITUSA, IPU JETATBHOM ero MPOCMOTPE.

= oToOpaXkeHHe IMOpsAAKa TIPYNI TIOJie B COOTBETCTBUM C YPOBHEM
Ba)KHOCTH;

- BU3yallbHOE TIOCTPOEHHE B3aHUMOCBSI3ed MEXIy COOBITHSAMH  TIO
IPOU3BOJIBHEIM TIOJISIM;

- 3allOMHHAaHHE NOCIIEIHETO (PUIBTPa, BBEIEHHOTO BO B3aUMOCBS3SX;

- TTIOMCK I10 BCEM ITOAKIIFOUEHHBIM CPe/ICTBAM XpaHeHHUs COOBITHIA;

- IIOJIHOTEKCTOBOM IOUCK MO COOBITHSAM, C BO3MOXKHOCTBIO UCITONIE30BaAHMS
JIOTHYECKHX OIEPaTOpOB, a Takxke IpeoOpa3oBaHUsl Pe3yJIbTaTOB B AMarpaMMbl Ha
nery 6e3 HeOOXOAMMOCTH CO37IaHUS OTYETOB HIIM HHCTPYMEHTAIBHBIX NaHelel.

B pamxax nepapxudeckoit ctpyktypsl CYC Wb noacucrema noucka coObITHiA
JIOJKHA obecrieyrBaTh BO3MOXKHOCTH paclipe/ieJIeHHOTO IMOMCKa COOBITHM 10 Beex
NOJYMHEHHBIM ILJIOIIAaAKaM U3 uHTepdelica yrpaBieHUs IOJIOBHON IJIOIIAJKH.

B pamkax wmepapxuueckoii ctpykrypel CYC Wb nomxna ObITE 0bGecreueHa

BO3MOXXHOCTE pasrpaHUYeHUs JOCTyIla Iosib3oBareneil rosoBHo miomaaku CYC
Wb K coOBITHSAM Ka)0H M3 MOMYMHEHHBIX IIOIIAI0K.

2.3.5.5. Tloxcucrema peructpanuu uanuaeHTos b

IToxcucrema perucrpanuu uHnuaeHToB Oe3onacHoctu CYC Wb nomxHa OBITH
BBINIOJIHEHA B BUJE E€JMHOIO pelleHUs C OCTAJIbHBIMU IMOACHCTEMaMH B €IHHOI
KOHCOJIU yIIpaBJICHUS.
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[ToacucTeMa perucTpalii HHLUMAEHTOB IOJDKHA O0OecneuMBaTh peau3alldio
CJIETYIOIIMX TUIIOBBIX NEHCTBHM:

- BeJleHHe NPOLECCOB HHIUAEHT-MEHeDKMEHTa cornacHo cTanaapty ITIL;

- CO3[IaHHE UHIIUJIEHTA BPYYHYIO;

— perucTpanusi UHIKASHTOB B pe3ylbTaTe CcpadaThIBaHMA IO MpaBHJIaM
KOppessLuy;

- poJieBoe pasziesieHue JOCTyIa K MHIMICHTaM;

- pasJieieH|e JIOCTYIIa M0 TPYyTIaM U MO0Jb30BaTe/IsIM CHCTEMBI HA OCHOBE
YCIIOBHH, 3a/1aBa€MbIX B IIPaBUJIaX KOPPEISIUH,

- IIOCTAHOBKA 3a/1a4 COTPYAHUKAM U IPYyIIaM B paMKax HHIHIEHTOB;

- OTOBEIIEHHE TMOCPEJCTBOM JJIEKTPOHHOM IIOYTHl O Ha3HAYEHHBIX
UHIHUJIEHTAX; ,

- OTOBEIIEHHE ITOCPEJCTBOM DJJIEKTPOHHOM IOYThI O IIOCTABIEHHBIX
3aJja4axX B paMKax UHIUJACHTOB;

- 3BYKOBOE OTIOBEILEHHE O HOBOM MHIIUJIEHTE;

— yBEIOMJIEHHUS [J11 MHIUIEHTOB, CO3/IJaHHBIX BPYYHYIO;

- [IOCTAHOBKA 3aJlay COTPYIHUKAM, HE UMEIOLIUM JIOCTyIa K HHIUAECHTY ¢
H3MEHEeHHEM 30HbI BUIUMOCTH HHIUAEHTA;

- scKaialys MHIMIEHTOB C U3MEHEHHEM 30HbI BUIUMOCTH UHIHIEHTOB,

- MOMCK U HABHUTALIHS 11O COOBITUSM, MTOTIABIIUM TOJ MHIUIEHT;

- IOBTOPHOE OTKPBITHE paHee 3aKpbITOr0 MHIMJIEHTA IIPH €r0 IOBTOPHOM
BO3HUKHOBEHUHU;

- HaBUTAIHS 110 3aKPBITHIM HHIIUAECHTaM;

- MIPOCMOTp PEIICHUs] MHIIUACHTOB;

- IPOCMOTP UCTOPUH MHIIUJICHTA;

= BO3MOXKHOCTb MacCOBOTO U3MEHEHUS CTaTyca MHIUIEHTOB,;

~ NOJDKeH obecneunBaThCs (PYHKUMOHAN J0o0aBieHusT HH(OpManuu B
UHIHIEHT NPYU BeJeHHH pacciieOBaHus;

- oTobpaXkeHre COOBITHI, BEI3BABIIMX WHIMJIEHT U OoDecrieuyeHue MOoucKa,
COPTUPOBKH M IPYINITHPOBKY I10JIeit COOBITHH B KAPTOUKE MHIIM/IEHTA,

- MIPUBSI3Ka COOBITUI K MHLUAECHTAM, CO3JaHHbIM BPY4YHYIO,

- yJlaJieHue OTIpeIeNIEHHBIX UHIUAECHTOB U3 CUCTEMBI U BCEX MHIIMICHTOB
¢ yianeHueM Bcell mHpopManuy o6 WHIMACHT U COOBITHH, CBSI3aHHBIX C HUMH, Oe3
yJlaJIeHUs] COOBITHH U3 LIEHTPAJIM30BAHHOTO XPaHUIIHIIA,

— MAacCOBOE yJaJleHHe WHIIMACHTOB, CIPYIITHPOBAHHBIX MO TEHAHTY (IpH
BKJIFOUEHHOM pexkume Multitenancy), 10 HAUMEHOBaHHUIO UIIM 10 KaTErOpHH;

— B paMKax uepapxuueckoit ctpykrypsl CYC Ub:

O JIOJ’KHA OCYIIECTBJIATHCS aBTOMAaTH4eckas Iepejaya KapTOdeK
WHIMJEHTOB C TIOJYMHEHHBIX IIOLIAJ0K Ha FOJIOBHYIO;
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O IOJDKHA OBITh obecrieyeHa BO3MOXKHOCTH pa3rpaHUYeHHUs OCTYIIa
none3oBateneid ronmoBHoit miomanku CYC Wb x  xaprouykam
WHIMJCHTOB KaXKI0H U3 MOJYUHEHHBIX LIOLA/I0K.

- BO3MOXXHOCTb CO371aBaTh, OTCIIEKHWBATh, HA3HAYATh, YIAIATH 3aa4l I10
UHIUICHTaM;

- oToOpaXxeHue UIeHTH(OHUKATOPA HHIMICHTA;

- 3aKpBITHE MHIMIEHTA U3 TOJIOBHOM HOAI (1pH pexxume Multitenancy);

- SKCIIOPT MHIMJEHTOB B (hopmare json.

OyHKOWOHAJ  Y[aleHWs HWHOUACHTOB JOJDKEH HMETh  BO3MOXKHOCTB
OrpaHUY€HHs] OMNpPEJEJIECHHBIMU pOJICH IOJIb30BATENeH WM OTKJIIOYEHHs JaHHOIO
(yHKLHOHaa 175 Beex nosibzoBareneit CYC Ub.

ununenTtsl HHOOPMAIIHOHHON 0€3011aCHOCTH, PABHO KaK M CBS3aHHEIE C HUMH
COOBITUSA JIOJDKHBI XPaHUTBCS B CHCTEMe He MeHee | roja, He 3aBHCHMO OT CpOKa
XpaHeHHUs! OOBIYHBIX CHIPBIX M HOPMATH30BaHHEIX COOBITHH B CHCTEME.

2.3.5.6. Iloncucrema HH(pOPMAIMOHHOH O€30MaCHOCTH
[Toncucrema unpopmannonHoii 6ezonacuoctd CYC Ub gomxua obecrieunBars
peanu3aluio CleIyoInuX AeHCTBUI:

- ayTeHTU(DHUKaIUs I10JIb30BaTeNeH IIOCPEICTBOM BCTPOEHHBIX
MexaHU3MOB, HHTerpaluu ¢ LDAP u rubpuanoii ayTeHTHDUKALINN;

- pasrpaHMYeHue AOCTyna K QyHKIUAM U HH(opMalpu, o6padaTeiBaeMoi
B CYC Hb nocpencTBoM posieBOM MOJEINH;

— JIOTHPOBaHHE BXOJOB M JeWCTBUH oOciyxuBatomiero nepconaia CYC
1b;

~ 3allldTa OT HECAaHKLMOHHUPOBAHHOIO JocTyna K HHMOpMalKH,
Haxonsueics B CYC Ub;

= pEeTUCTpallds W IPeJOTBpAllleHHe IIONBITOK HECAHKIHOHHPOBAHHOI'O
JIOCTYIIa K CpeICTBaM KOHTPOJISL U KOHTPOJIUPYEeMOH HHGpOPMAIHH;

- OrpaHHY€HHE KOJIMYECTBA HEeyCIEeHbIX MONbITOK Bxoaa B CYC UB;

-~ HaCTPOMKA IapOJIbHBIX MOJUTUK nostk3oBaTeneii CYC Ub;

- OrpaHUYEHHE KOJIMYECTBA Napalle]IbHbIX ceaHcoB aoctyna B CYC Ub;

=~ KOHTPOJIb 1IeJIOCTHOCTE KoMmiloHeHToB CYC Wb u yBemomiieHue
110JI30BaTENS B CIydae HapyIIeHHS 11€JIOCTHOCTH.

2.3.5.7 [Toncucrema ynpaBieHus

Ynpasnenne CYC Wb ocyuiecTBiseTcs MOCPEICTBOM rpaduyeckoro Beb-
MHTep(elica, ananTUPOBAHHOTO IOJ UCIIOIB30BaHUE C PA3lIMYHBIX BeG-Opay3epoB U
MOOHIIBHBIX YCTPOHCTB.

Hutepdeiic gomkeH 0oTOOpaXkaTh TeKylllee COCTOSHHE BCEX KOMIIOHEHTOB
CHCTEeMBI M TEKyLIylo Harpy3ky Ha pecypcbl cuctemMbl CYC UB, takue xak CPU,
1aMsTh, TUCK.
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Mntepdelic MOMKeH MO3BOJATH MONB30BATENAM CO3/aBaTh M (POPMHUPOBATH
OTYETHI C BO3MOKHOCTBIO BU3YaJIM3allMK JaHHBIX C TOMOIIBIO TAOIMIL U THarpaMM.

Wnrepdeiic  MOMKEH IO3BOJATH  OTOOpakaTh  TEKyllee  KOJIUYECTBO
VHIUAEHTOB, rpapuKH M0 BOZHUKHOBEHHUIO MHIMEHTOB C Pa3BEJKOH 110 BpeMEHH U
obecreunBaTh (OPMHPOBAHHME OTYETOB MO WHIMAEHTAM C BO3MOKHOCTBIO BbIOOpa
[1oJiel UHI[UJIEHTOB.

[ToxcucTemMa ynpaBlieHUs] TOJDKHA oOecrnedMBaTh BO3MOXHOCTE YNpaB/ICHUS
HACTPOWKaMK W TpaBWiIaMu Koppensiiuu Ha Bcex cepepax CYC UMb u3 exnHon
KOHCOJIH.

[ToxcucTemMa HOJDKHA OOeCIeYMBaTh yIpaBlieHHe OOHOBIEHHMEM CHUCTEMEI, B
clyyae JOCTYNHOCTH OOHOBIICHHUS, IOJACHCTEMa [OJDKHA OTOOpaxarh CIMCOK
m3MeHeHuil B Bepcun. (OOHOBIEHHME CHCTEMBl IOIDKHO — 00ecreYMBaThCst
aBTOMAaTUYeCKH, 0e3 HeoOXOJUMOCTH OCTAaHOBKH CHCTEMBI MIJIM OTJEIbHBIX €€
kommonentos. O6Hosnenue komrnoHeHToB CYC Wb MoxeT BKIIIOYaTh MCIpaBIeHHe
pa6oter CYC Wb, HOBbIM (yHKIMOHAI, OOHOBJIEHWE IPABUJI KOPPEIALHA U
HopMasi3aluy. Bee HOBBIE MpaBHiIa KOPPENALMH U HOPMAIIU3alluH, MOTyYeHHBIE B
paMKaX OOHOBJEHMM CHCTEMBI, JODKHBI OBITH AKTHBHBI IIO YMOIYaHHIO, 0e3
HeOoOXOIMMOCTH B3aUMOJICHCTBHUS C MTOJIB30BATENIEM. '

[loxpcucrema JoimkHaA o0OecrmeyuBaTh OTOOPaKEHHUE COCTOSHHUS CHCTEMBI
XpaHeHMs M TEKYIIYIO ee 3arpy3Ky. B ciydae Mcronb30BaHHUs KiacTepHOH cOOpKM
CHCTEMBI XpaHeHHs, MOJCHCTeMa JOJDKHA obecneuuBaTh OTOOpaXKEHHE COCTOSHUS
KaKJI0¥ HOJIBI B OT/I€TIBHOCTH.

[logcucreMa moiDKHA OOecleYyuBaTh LEHTPAIM30BAHHOE XpaHEHHE BCEX
mauen3uii komnonentos CYC UB (Hoxn) B equHOM uHTEpdeiice.

[ToxcucreMa J0JKHA 00ecreynBaTh OTOOpaKeHUE Ha TOJIOBHOM HOJIEe CTaTyca
JIMIIEH3UH Ha TOJYMHEHHBIX HOJAX.

[MoxcucreMa moikHa obecreurBaTh (GYHKIMOHAT MHOKECTBEHHOM aKTHBALIHH
1 JIeaKTHBAIlMK IPABUJ KOPPEISIIUY U HOPMAJIU3ALMK COOBITHH.

[TogcucremMa moipKHA oOecreuMBaTh OTOOpa)keHHE CTaTyca aKTHBALMH H
NleaKTUBALMK [IPaBHJI, @ TaKXKe 0TOOpaXkaTh CTATyC HATW4Ms OIUMOOK KOPPENSLUUH 1
HOpMaJTU3al1H.

[TogcucreMa JoMKHAa HMMeTh (YHKIMOHAN Iepeladyd I[apcepoB  Ha
NOJYMHEHHBIE KOMIIOHEHTHI cO0pa COOBITHH.

B pamkax umepapxuueckoil ctpykTypel CYC HMb mnojacucreMa HODKHA UMETh
(GyHKIMOHAI Tlepeiavy M0Ib30BaTENILCKUX MIApCEPOB Ha MOAYMHEHHDIE IIOIIA/KH.

[MopcucreMa JoIDKHA o0ecreuynBaTh XpaHEHHE M OTOOpa)KEHHE CIUCKOB B
cucreme. OOecrieunBaTh TOUCK MO 3HAYEHHWSIM B clUcKe. B ciywae ypaneHust u3
CUCTEMBI CIIMCKA, MCITOIh3yeMOTr0 B KOPPENALHUAX, CUCTEMA JIOJDKHA OrpaHHYHMBaTh
yoajJeHHe JIaHHOTO CIINCKa C OTOOpaKEHWEM CIIHMCKA KOppelslus, TAe OH
UCTIONBE3YETCS.

[ToncucreMa moJDKHA 00ecTiednBaTh QYHKIIMOHAT aBTOMAaTHYECKOrO YaaIeHUs
3amucell U3 CIIMCKOB 110 MCTEUEHHIO BPEMEHH MM OTCYTCTBYIO OOHOBIIEHMM JaHHBIX
B criucke (TTL).
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HO,IICHCTCME\ JOJI?>KHa O6CCH6‘-II/IB3TB BO3MOKHOCTB 0T06pa}KeHHH COCTOSAHHSA
TOJICUCTEMBI XpaHeHHs COORITHH B BeO HHTEpdeice.

HO)ICHCTEM& JOJIDKHa 06eCHeIII/IB3TB BO3MOXXHOCTE OHArHOCTHUKH IIpaBHJI
HOpPMaJIM3allid  C  BO3MOXXHOCTBIO  BBISIBIICHHWS  COOBITHH, BIMSIONUIYIO Ha
IIPOHU3BOAHUTCIBHOCTE CHCTEMBI.

HOI{CHCTGM& JOJI>KHa OGCCHe‘IHBaTB BO3MOXXHOCTb c60pa CTATUCTHUKH TIIO
IpaBUiIaM KOPPEJNAIMH, BKIIOYas BpeMs BBINOJHEHUS MPaBUIl KOPPENSLHH, U
KOJIHYECCTBO HHIITHIEHTOB, CI‘GHGpHpOBaHHHX I[IpaBHJIaMH U CO3JITaHHBIMH BPYYHYHO.

IToncuctema nomikHa oOecrevynMBaTh BO3MOXKHOCTE €OOpa CTATUCTHUKU I10
napcepaM, BKJIFOYas KOJIMYECTBO IIPOLIENIINX COOBITHH, MPOIECCOPHOE BpeMs H
o011iee BpeMsl BBITIOJIHEHUS 10 KaX/IOMY I1apcepy.

HOHCHCTeMa JOJI>KHa OGGCHC‘JHB&TB MacCCcOBO¢C YAaJICHUE arcHTOB, 3KCIIOPT
CIIMCKA arc¢HTOB H MOJIYHCﬁ, IpyInIoBOE€ yIIpaBIICHHE arcHTaMH, I_I_Iaﬁ.HOHBI HaCTpOECK
MOJlyJIeld areHTOoB.

Iloncucrema nomiHa obecrieunBaTh yIpaBlieHHe JOKAIBHOM 6a30i arenra.

2.3.5.8 TpeboBanus x unrterpamuu CYC Ub

Texuuueckue pelieHys o UHTerpanuy QYHKIUOHATIBHEBIX IOACUCTEM JOJDKHBI
ObITE yHH(UUUPOBAHBI M 00ECHeYHBATH MACIITA0MPYEMOCTh, HAPAIMBAEMOCTh U
nanpHeiee cosepueHcTsoanue CYC Wb npu pazsutun UTC.

Arentr CYC Ub nomxeH BKIIOYATh B ce0s1 KOMIOHEHT cOOpa HU3KOYPOBHEBBIX
cobriTuil ¢ sapa OC. JlaHHBIH KOMIIOHEHT MOJDKEH BKIIIOYATHCS/BBIKIFOYATECS IS
kaxxaor ycraHoBkH areHta CYC Wb uepes nentpansusiii uatepdeiic CYC UB.

HMcToynuku coOBITHH JOJDKHBI HWHTerpupoBathes ¢ ruatdopmoit CYC Wb
OJTHAM M3 CJIEIYIOIIMX CITIOCOOO0B:

- cbop cobbITHIT 110 poTOKOIY syslog, netflow, snmp;

= Cbop coObITUH C KOMIIOHeHTa, coOuparuEero HWHPOPMAIHMIO O
HU3KOYpPOBHEBBIX cOOBITUAX siipa OC.

- cOop coOBITHH, XpaHSIIHUXCsS B Jor-aiiax JOKaIbHO M Ha CETEBBIX
pecypcax (SMB, FTP);

- c6op cobsITuit, xpansiuuxcs B KypHanax hpe Event Log;

- cbop coObiTuif, xpansmuxcs B bJ[ MS SQL, Oracle, MySQL,
PostgreSQL;

- cOop unpopmaruu 06 ycranosiennom I10 u natuax Ha OC Windows;

- cObop uHpopmanuu 1o npousBoibHEIM WMI 3ampocam;

- cbop  COOBITHH  MOCPENCTBOM  HPONPHUETAPHBIX  MPOTOKOJIOB,
UCIIOJIb3yeMBIX cooTBeTcTByromumMu ucrogHukamu: Cisco SDEE, Checkpoint
OPSEC, Amazon Web Services;

— cOOp pe3yNbTaTOB BBINOJHEHHsI KOMaH]| Ha YJAJIEHHOM XOCTe [0
nporokosty SSH;

- cOOp pe3yJbTAaTOB BBIMOJIHEHUS KOMAaHJ Ha YJAJeHHOM XOCTe IO
npotokoity Telnet;
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- coop cobOprTmii mocpeactBoM REST API  (Takke BO3MOXHOCTH
nonyuenus EPS mo Rest API-3ampocy).

CVC BJl pomxHa WMeTh (YHKIHOHAI OTHENISIEMBIX KOMIIOHEHTOB,
obecrieunBaromuii  c6op W HOPMANH3ALHUIO COOBITHM 0e3 HeoOXOIAUMOCTH
MPUOOpPETEHUS TOTIOTHUTENbHBIX JIMLEH3NH.

IIpu mnepemade coObITUH [OIKHA OOECNEUYMBATECS HX LEJIOCTHOCTh |
rapaHTUpPOBaHHas JIOCTaBKa B XPaHUJIHIIIE.

JIOMKHO OBITh MPEIYCMOTPEHO BPEMEHHOE XPAaHUJIMUIIE IIPU HEBO3MOXKHOCTU
nepesayy COOBITHH, COOPaHHBIX ¢ UCTOUHUKOB. IIpy 3TOM, HO/mKHA 0OecreurBaThCs
IIEJIOCTHOCTH U HEU3MEHHOCTE COOBITHH.

B ciay4ae mpeBblllleHHs JUIECH3MOHHBIX OrpaHUYEHUH CHUCTEMa He JIOJDKHA
IpepeIBaTh Mpolecc cOopa COOBITMH C HCTOYHMKOB JaHHBIX ©0e3 OrpaHHYeHHs
CPOKOB, TIPOIIIE/IINX C MOMEHTA BBISBICHHUs STUX OTPaHUYEHUI CHCTEMOH.

B cnyuae uM30BITOYHOM HArpy3Kd, CHCTeMa AODKHAa yMeTh OydepH3oBaTh
MOCTYIAIONIHI TMOTOK BO M30eXaHHEe T10Teph COOBITMM W paclpeiesieHHs
ontuManbHoi Harpy3ku. CYC Wb nomkHa cojepaTh  HHCTPYMEHTapHid
[IOJIKJIFOUEHHST HOBBIX HCTOYHHUKOB COOBITHH 4epe3 MOANepKUBAeMble TPaHCIIOPTHI,
JOCTYTIHbIE Yepe3 UHTep(eNc MoIb30BaTelsl.

CYC Ub nomxkna obecrneunBaTh (DYHKIMOHAI WMIIOPTA NAHHBIX B CIIMCKH,
HCIIONIb3yEMBIE B CHCTEME U3 KOMaHIHOM CTPOKH MM C MCIOJIb30BaHHeM RestAPI.

CYC UB pomxnHa obecrnieyuBaThCS BO3MOXKHOCTH Mepeadyd WHLUHJEHTOB U
COOBITHI MHIMCHTOB BO BHEIIIHUE CUCTEMEI C HCIOJIb3oBaHue RestAPL.
2.3.5.9 Cnucok OCHOBHBIX NTOAIEP)KUBAEMBIX HCTOYHHKOB

1C 8.3
1C Bitrix
3Com

Abrt-server

Aide

Algosec FW Analyzer
Allied telesis
Amavis

Anacron

Aoavt

Apache web server
(syslog)

A-real

Arbor Networks
Arp-scan

Asterisk

Atlassian

Clearswift Secure
Email Gateway

Communigate
Courier-MTA
Cowrie

CrushFTP
Cybertec-Postgresql
CyberProtego

DallasLock
dbus-daecmon
DejaVU (engine)
Dell

Diasoft

Distkontrol

D-LINK

DLP Devicel.ock 8.3
Dnsmasq

Docker

Gitolite over syslog
Gnome-shell
Grafana

Group-ib Bot-Trek
TDS (cef, json)

Haproxy
hMailServer

HPE

IBM BladeCenter
Switch

IBM Storage
Networking

Ideco
IDS HS
Indeed

Infotecs (TpebyeTtcs
nayimane 110 ViPNet
State Watcher)
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AuditD
Avaya
Bastion
Bastion-tech
BDCom
Bind
Bluecoat
Bolid Orion
Brocade switch
Bro-ids
Caddy
CEF syslog
CentOS
Checkpoint
Cisco

o Cisco ASA 5/6

o Cisco ASA
Firepower

o Cisco Catalyst

o Cisco Email

Security
Appliance
(ironport)

o Cisco FW

o Cisco IPS

o Cisco NGIPS

o Cisco PIX

o Cisco WLC

o Cisco WSA
o Cisco firepower
Linux Monit

Linux postmaster

Linux/Unix/BSD/Suse
syslog
Mac OS over syslog

o McAfee Email
Gateway (syslog,
CEF, splunk)

McAfee ESM
o McAfee Firewall

Dovecot (syslog)
Drupal

DrWeb

DWDM Volga
Echelon (Scaner-VS)
Elastic auditbeat
(Filelog)

Eltex

ESET Endpoint
Security

EtherStat Microolap
Technologies

Exim

Extreme Networks
F5 (ASM)

fail2ban (syslog)
failoverd
Falcongaze

Filelog (IIS)
Forcepoint

o Forcepoint
NGFW 6x
(LEEF/CEF)

Fortinet

o Fortinet
Fortianalyzer
(syslog)

o Fortinet
Fortigate
(syslog, cef)

o Fortinet
FortiMail

FreeRADIUS
Gamma(krechet)
Maipu
ManageEngine
Mate

MDeamon
Merak mail server

Microsoft Windows
Mikrolink
Mikrotik: DNS, SMB,

o InfoTecs
VipNet

Coordinator

o InfoTecs
VipNet IDS

o Infotecs VipNet
TIAS

Infowatch Traffic
Monitor

Iptables
Isimplelab
Juniper
Kaspersky

o Kaspersky
Antitarget
Attack
Platform

o Kaspersky
Secure Mail
Gateway

o Kaspersky
Security Center
CEF/LEEF

o Kaspersky
Security Center
Syslog

o Kaspersky
(KLMS)

Keepalived

Kerio

Kiwi solarwinds
Klnagent

Kron

Kubernetes
Laurel

Mysql over syslog
Named

Netflow

Netgate

Netlogon
Network Manager

NewSecurity
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(LEEF)

o McAfee GTI
(global threat
exchange) parser
splunk format

o McAfee IPS
(LEEF, CEF)

o McAfee NGI'W
(CEF)

o McAfee Web
Gateway (syslog)

Poligon

Positive

Postfix over syslog
Postgresql
Proxmox (PVE)
PSQL

PTAF

Python

Qnap

Qtech

Safeinspect (syslog
plain/CET)

Safib

SDEE (http/https)
SearchInform
Security code (vGate)
Sendmail

Session watcher

Shtormtech
SNORT (syslog
SNR

Ubiquiti

Ubiquiti UniFi AP LR
Unlimited
Useradd
Userdel
UserGate
o UserGate NGFW
(CEE)

web-proxy

Modsecurity
Maipu
ManageEngine
Mate

MDeamon

Merak mail server

Microsoft Windows
Mikrolink

Mikrotik: DNS, SMB,
web-proxy

Modsecurity
Multifactor
Radware Defence pro
RedHat

RedHat IDM
RNT Forpost
Monitoring
Rspamp
LogAgent
Rusiem
SolidSoft

Sophos Antivirus

Sophos XG Firewall
SFVH

Spectrum

Squid

Ssec

Ssecline

SSH (LogAgent)
Sshd

Staftcop

S-terra

Stonegate Stonesoft
Suricata (syslog+CEF)
SwordFish

v(Gate

VMware ESX
VMware ESXi
Vsttpd over syslog

NextCloud
Nginx

o Nginx over

syslog

Ninetlabs unbound
NSD (Transit 2.0)
Ntpd
ODBC
OpenVAS
OpenVPN
Oracle Audit
OracleDB for Linux
Ossec
PaloAlto (CEF. LEEF)
Panda Antivirus
Pep
Pgsql
Php-tpm 7.1
Symantec (over MS
SQL)
Symantec Endpoint
Protection

Synology

Sysco

Syslog (tep/udp)
Syslog TLS

Sysmon (LogAgent)

System info
(LogAgent)

Systemd
systemd-resolved

TrendMicro Control
Manager (CEF syslog)

TrendMicro Proxy
[WSVA (syslog)

Tripwire (enterprise)
Xello

Yum

Zabbix
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o UserGate UTM e  WAF Fortiweb Zalando
(CEF) e Watchguard Zecurion
» APM KBP-H « Windows EventLog Zimbra
* bOCC-kanposuk «  Windows Task Zyxel

e JIBO (budwur) Scheduler AymarTTmoc
» Kpunrollpo NGate »  Windows Power Shell Rl o ——,
» MapmpyTtuszarop huawei »  Windows Message 39,4
e Muxpocepricsi RuSIEM Tracking CKYT Cume
o Cisco BGP o« CKVYJISIGUR

e (Cucrema e CKVYJl RusGuard

BUACOHAOITIOICH WS o CKYJI UnTennext

Trassir '

« CDJI TESSA
o 1[5 PM KBP-H

2.3.5.10 IlepeueHp mnoOAAEPKUBAEMBIX IPOTOKOJIOB (TPaHCIIOPTOB) cOopa

COOBITHH:

» Microsoft Windows standard event logs e SysMon
(System/Applications/Security) » Oracle — any logs. Oracle Audit trail

» Microsoft Windows custom event logs »  MySQL (tables, views)

» Microsoft Windows applications event logs o PostgreSQL

e Microsoft Windows softwares list ¢ Cisco SDEE

e Microsoft Windows patches list ¢ Checkpoint LEA

e Microsoft Windows WMI command (get « File — log files over network shares
answer to events) o [Ftp— logs into ftp servers

o Hasher for Windows (get processes, its e Syslog plain
hashes to events) o Syslog TLS

» ms evt and wmi transport » Syslog CEF

» Microsoft SQL (tables, views) — any logs o Syslog LEEF

» Secure Shell Protocol (ssh) o NetFlow (3.6.9)

o Telnet

2.3.6 B nocTaBKy DODKHEI OBITH BKJIFOUEHBI CJIEIYIOIIME OILIMM:

-IIpaBo Ha wucnons3oBanue SIEM-cuctembl (JIMIIEH3MH) — JIMIEH3US -
OeccpoynHo. B cTOMMOCTH INHIEH3WH JODKHO OBITH BKJIIOYEHO OKa3aHue
TEXHUYECKOHN MOAJNEPHKKH U JOCTYI K OOHOBJIEHUSM - He MeHee 36 MecsileB.

- JInuensupoBanue CYC HMb [OOMKHO OCYLIECTBISATHCS 110 KOJHWYECTBY
cobbITHll B cekyHOy -He MeHee 2000. KonuuecTBo y3/I0B Jyisi CKAHUPOBAHMS - He
OrPaHH4Y€HO.

- IlpaBo Ha ucnons3zoBanue [10 «3amuminénHas cpena BUPTyaTuU3allun) —
JHUIEH3US - Oeccpo4HO. B CTOMMOCTD JIMLIEH3UU JOJDKHO OBITH BKIIFOYEHO OKa3aHUe
TEXHUYECKOH MOJJIEPIKKH U JOCTYI K OOHOBIICHUSIM - He MeHee 36 MecsileB.

2.3.7 CocTtaB u conepxaHue MyCcKo-HalaJo4YHbIX paboT B paMKax MOCTaBKH:

- Hactpoiika Bcex HeOOXOJMMBIX MapaMeTPOB CEpPBEPHOro 000pyaOBaHMUA,
IIpeyCTaHOBKA ONEPAllHOHHOW CHCTEMBI.

- Yeranoska [10 «3amumiénnas cpejia BUPTyaTu3aiim.
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- Buenpenwe CHUCTeMBI  YIpPaBIEHHS COOBITUSIMM  MH(OPMALMOHHON
OesomacHocTd (pa3paboTka TmepeyHss HeOoOXOIUMBIX HACTPOEK M  BBHINOJIHEHHE
HacTpoiiku SIEM cucremsl).

- OOyueHue  CIHCIHAJMCTOB  3aKa3uhka  aJIMUHHUCTPHUPOBAHHMIO U
ucronb3oBanuio SIEM cucreMsl.

- I[ToAroToBKa UTOrOBOI'O OTYETA MO MPOEKTY BHEAPEHHUS.

3. JonoJsiHUTEIbHbIE TPeOOBAHHS

- JIOKyMeHT, cofepKalliii HHPOPMALIMIO O CTPAHE MPOU3BO/ICTBA.

4. TpeGoBaHHs MO rapaHTHH:

4.1 'apaHTUMHBINA CPOK:

["apaHTHs Ha amnmapaTHYIO IaTGopMy — He MeHee 3-X JIeT.

4.2. Cpok BbITIOJHEHHUS paboOT MpyU BO3HUKHOBEHUU TapaHTUHHOIO Cliydas He
6onee 14 (deThIpHAIATH) KaJCHIAPHBIX JTHEH ¢ MOMEHTa Iepefadu 000py10BaHus.
B ciyyae HeoGXOOMMOCTH TPOBEIECHHs CIOXKHOI'O PEMOHTa CPOK MOXKET OBITh
TIPOJUIEH T10 MUCbMEHHOMY COTJIACOBAHUIO C 3aKa3YHKOM.

4.3, Haymuue MocTrapaHTHIHOTO TEXHUYECKOro 00CIyKUBaHUSL.

4.4. ABTOpH30BaHHBII CEPBUCHBIN LIEHTP MO 00CIYKMBaHHUIO, HAXOIAIIMNCS B
r. Munck uimun MuHCcKoM paiioHe, 100 JOKYMEHTHI (COrnalleHue, JOTOBOp U Jp.) C
OpraHu3alnueii, OCYIIEeCTBISIONIEH CepBHCHOE oOcCIy)KMBaHuWe B I'. MHUHCKe HIH
MuHcKOoM palioHe.

5. TpeboBaHHSA K Ka4ecTBY:

- TOBap MOJDKEH OBITh NPOMApKUPOBaH B COOTBETCTBHM C TpeOOBaHUSIMM
TexHudeckux  pernamentoB  TamoxxenHoro Coro3a (3Hakom «EAC») n
TIOJITBEPKIATHCS IeKIapalyeil 0 COOTBETCTBHU MM CEPTH(OUKATOM COOTBETCTBHS,
COIIPOBOXKIATHCS SKCIITyaTallMOHHOM JTOKYMEHTAIlMeH Ha PyCCKOM sI3bIKE.

6. Mecro, ycaoBue u cpok mnocraBkm: [JAK B Teuenun 40 (copokxa)
KaJIeHJapHBIX JHEeH ¢ MOMEHTa IOIMHMCAaHMsl JIOroBOpa, CPOK BBIMONHEHHS
MyCKOHaMaHo4YHbIX pabor 50 (nmATuaecATH) KaleHAAapHBIX JHEH C JIaThl 3asBKH
3akazuuka.

JloctaBka TOBapa OCYLIECTBISETCS TPAHCIIOPTOM M 3a CYET CPEJCTB
[TocTaBIMKa HA CKJIaj] 3aKka3uuka: I. 3aciasib, yi. CoBerckas, 128.

7. OpueHTHPOBOYHAS CTOMMOCTD 3aKyNKH:

Jlor 1 — 352 845 (TpucTa NATHIECST ABE THICAYM BOCEMBCOT COPOK ISATh Oell.
pyo.).

8. Omiara croumoctu [IAK wu ycayr npousBoauTcss 3aka3dyMKOM Ha
pacuetHbIit cuyet [ToctaBupika: B pazmepe 80% OT CTOMMOCTH 3aKylKH B TeueHue 15
(maTHaauari) GaHkOBCKMX AHeH co nHs nmocraBkd ITAK Ha ocHoBaHuu cueTa |
ocraBulelics dyacTd B pasMepe 20% OT CTOMMOCTHM 3aKynkd B TedeHue 15
(msiTHAAIATH) GAHKOBCKMX JHEW CO JHS BBINOJHEHHS YCJYI Ha NMYyCKOHA/IaJ04YHbie
paGorbl Ha OCHOBaHMM cyeTa. JlaToil BBIOJIHEHHUA YCIyI CYUTAeTCs Jara
MOAITHCAHHUS 3aKa34YHKOM AKTa BBIIIOJHEHHBIX YCIIYT.

9. IIpoBepka mNOCTYNUBIIEro TOBApa II0 KayecTBY, KOJHYECTBY,
KOMIUIEKTHOCTH, MapKHPOBKE, JIerajlbHOCTH ycTaHoBineHHoro I10 ocyluiecTBiseTcs B
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COOTBETCTBUU C 3aKOHOJATeIbCTBOM PecryOnuku benapych Ha ckiane 3akazduka He
no3aHee 5 (maTH) pabouux IHEH ¢ MOMEHTA JIOCTABKM TOBapa Ha CKiaJ| 3aKa3duka.

10. TIlopsinok  ¢opmMupoBaHuss cyMMbl J0roBOpa Ha  3aKyIKy
OCYILIECTB/ISIETCS ¢ YYETOM pacxoAOB Ha JOCTaBKY, CTpaxoBaHue, YIUIATy
TaMOXKEHHBIX IIOILIIMH, HAJIOTOB, COOPOB U IPYTHX 00s3aTe/IbHBIX IJIATEXKEH.

11. Hcrounnk ¢uHAHCHpPOBaAHUS 3aKyNKH — COOCTBEHHBIE CpelICTBa
PVII «MuHnckas @apmanusy.

12. Bua npoueaypel 3aKynKH — 3arpoc LEHOBBIX MPeII0OKEHUH.

OGocHoBaHMe BbIOOpa mpouenypsl 3akynku — 1L 5.3 Tlopsixa
OCYILIECTBJIEHMSI 3aKyIIOK TOBapoB (paboT, yciyr) 3a cu€T COOCTBEHHBIX CpEJICTB
PVII «Munckas ®apmanus», Tak Kak OPUEHTHPOBOYHAS CTOMMOCTDL 3aKYIKH OT
1000 mo 15000 0a30BEIX BETHUYMH.

13. B cayyae DpoH3BOACTBEHHOH  HEOGXOAHMOCTH  JIOMYCKAETCS
yBeJIMUeHHe/yMeHbIIIEHUE CYMMBI norosopa (1o 15%); 3a CYeT
YBEIMYCHHs/yMEHbLICHUs TpeAMeTa 3aKylKd, B COOTBETCTBUH C TpeOOBaHMSIMHU
[Topsimka ocyiecTBiIeHUs 3aKyIOK TOBapoB (paboT, yCIyr) 3a CueT COOCTBEHHBIX
cpencts PYII «Munckas @apmanusy.

14. Kpurepuu 11 BbIOOpa HAWIYYLIEro NMpeaJIosKeHusi: HauMEHbIIas LeHa
NPE/UIOKEHHUSA C YIETOM IIOJHOIO COOTBETCTBHS TPeOOBAaHUSAM 3aaHHs Ha 3aKyIMKy H
JNOKYMEHTALUH O 3aKyIKe.

Jlnst oLeHKH NpeIoKeH|H UCIob30BaTh Oenopycckuil pyons. [lena jgomkHa
OBITE IpeJicTaBiIieHa B 0e0pyCCKUX pyOIIsX.

JloroBop Ha OCTaBKY 3aKJIFOYAETCs B OEJI0PYCCKUX pyOIIsX.

15. IlpeacraBisiemMasi y4acTHHKOM crenupHKALMS JIOJDKHA B 0083aTeIbHOM
HOPSIIKE COAEP KaTh IIOJHOE W TOYHOE HaWMEHOBaHHE MOjejeid, HCIOIb3YEMBIX
KOMIUIEKTYIOIUX (Pa3BepPHYTYI0 HHAOPMAIHIO TEeXHHYECKHX XapaKTepPHCTHK
NPOrpaMMHO-aNNapaTHOr0 KOMILIeKea), 3asBISHHBIX B M. 2 3a/aHus HA 3aKVIIKY,
neny 3a equHUIy ToBapa ¢ HJIC u o6uryio croumocts ToBapa ¢ HJIC.

Ilpennoxenne JOIKHO cOmepXkaTh LEHY, MPEJCTABICHHYIO B 0€I0pYyCCKHX
pybnax. Llena mnpeaiokeHHs MJODKHA COJEpXarTh pPacXoabl Ha  JIOCTAaBKY,
CTpaxOBaHWe, YIUIATy TaMOXKEHHBIX TIOUUIMH, HaJoroB, cOOPOB M JPYyrux
oOs3aTenbHBIX IaTexxed. [lena nomkHa ocTaBaThesi (DPUKCHPOBAHHOM B TedeHUe
BCEr'0 CPOKa BBIIOJHEHHUS 10TOBOpA.

IIpenyoxxenne NOKHO cofep:kaTh MHPOPMAIMIO, YKa3aHHYIO B I1. 3 3aJaHus
Ha 3aKYTIKY.

Ilpennoxxenne NOKHO OBITH  JIGWCTBUTENIBHO O HCIONHEHHS BCEX
00s13aTeNbCTB 10 3aK/IIOUYEHHOMY JIOTOBOpa C  MOMEHTa  IPeICTaBIIEHUS
IIPEJIOKEHUM. .

Iloaua anbTepHATUBHBIX MPEUIOKEHHH HE JOMyCKaeTcs. YYacTHHK B IIpaBe
IIPENOCTAaBUTE TOJIBKO OJHO LIEHOBOE ITPEJIOKEHHE.

16 TpebGopanusi Kk opraHuzalusiM H (GU3HYECKHM JIMIAM, BKIItOUas
UHIUBUAYaJIbHEIX IPEAIPUHUMATENEH, KOTOpPhlE MOrYyT OBITh yYaCTHUKAMHU
IpOLEAYPEl 3aKyIIKM, IIepeueHb JOKYMEHTOB ISl IIOJTBEPXKAEHHS JaHHBIX
Y4aCTHHUKOB U3JioKeHbI B [Ipunoxenun 1.

, 17. IIpoekT norosopa uznoxxeH B [Ipunoxenun 2.
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18. ®opmMa 1eHOBOro TMPpeAJIOKEHHs, IPEeNOCTaB/IsIEMOr0 YYaCTHHKOM
MPOLEIYPbI 3aIIpoca EHOBBIX MPeI0KeHU ), conepkutcs B 1 Ipunoxxenun 3.

19. MecTto H mNOpPSAOK MNpeaCTABJEHUA [AOKYMEHTOB — I[EHOBEIE
IPEUIOKEHHUS TIPEJCTABNIATE MOYTOH WiIH JH4HO 1o azapecy: 220039, r. MuHck,
yin. YkanoBa, 5 (B xomne 1 sTaxka 34aHus, NPeABApPUTE]bLHO IIO3BOHHUB 110 HOMEDY
tenedona 8-017 516-80-06), ¢ pabouue onu, ¢ 03.08.2026 no 10.08.2026 (c 09:00
00 13:00 u c 14:00 oo 17:00).

20. YyacTHHKH 3ampoca LEeHOBBIX MNpelJIO:KeHHH JOJIKHBI 3ane4araThb
OPHrHHAJI IEHOBOI'0 NMpPeJIOJKeHHsI BO BHYTPEHHHH H HapYKHbIH KOHBEPTHI.

20.1. Hapy>XHBIi KOHBEpPT AOJDKEH:

a) OBITH aJIpecoBaH 3aka3uuKy 1o cieayrouemy ajapecy: 220039, r. MuHck,
yia. Ukanosa, 5-302;

0) cojiepkaTh HOMEp 3ampoca IEHOBBIX INpeIoKeHul, Homep(a) JoTa(oB), B
kotopoM(bix) mnpunumaercs ydactde M cioBa: «HE BCKPBIBATDB po 09:20
11.08.2026», HauMeHOBaHUE U aJIpeC YUYaCTHUKA IIPOLEIYPhl 3aKyIIKH.

20.2. Ha BHyTpeHHEeM KOHBepTe HEOOXOAMMO YKa3aTb Ha3BaHUWE M aJpec
yYACTHHKA MPOIIeAYPhI 3aKyNKHU B rpade rnomydareis KOpPECIOHIEHIUH — IS TOTO,
4yTO00OBI MOXKHO OBLIIO BEPHYTH L[EHOBOE MPEII0KEeHUEe HEBCKPBITBIM, ECIIM OHO OyJeT
IIOJIyY€HO TIOCIIe OKOHYATENFHON aThl U BPEMEHH I10JIa4M IIEHOBBIX NPEINIOKEHUH,
yKa3aHHBIX 3aKa3uMKOM, a TaKKe B Cllydae IOCTYILUICHHS MEHee JBYX IEHOBBIX
IIPEJI0KEHHUHN.

20.3. Eciay Hapy)KHBIM KOHBEPT HE omedyaTaH WU HE MOMEYEH B COOTBETCTBHHU C
tpeboBanuaMu n.o. 21.1. u 21.2., 3aka3yuK He HECET OTBETCTBEHHOCTH B CJIY4ae €ro
IIOTEPH WJIH BCKPBITHS paHbLIE CPOKA.

21. BekpeiTHE KOHBEPTOB C IIEHOBBIMU TpeaoxeHussMu nposectd 11.08.2026
B 9:20, 1o ajipecy: r. MuHck, yn. Ukanosa, 5, kabd. 212.

22. Tlocne momycka I[IEHOBBIX MPEJIOKEHUH KOHKypCHash KOMUCCHS IIPOBOIUT
[IEPEroBOPEl 0 CHM)KEHMIO CTOMMOCTH TOBapoB (paboT, YCIyr) ¢ y4aCTHUKAMH
MPOLEYPHI 3aKYIIKU.

23. ITopsiaok, JaTa OKOHYAHHUSA CPOKa MpPEJICTAaBIeHHs YYACTHUKAM IPOILEY DI
3aKyNKH pa3bsICHEHUH TMOJIOXEHHH JOKyMEHTAllUH O 3aKyllke u3iokeHsl B Ilopsake
OCYIIIECTBJIEHUS 3aKy[OK TOBapoB (paboT, yclyr) 3a cd4eT COOCTBEHHBIX CPEJICTB
PVII «Munckas @apmarus».

24. TTpoBeneHue MpoIeLyphbl 3aKyNKH BO3JIOXKEHO Ha KOHKYPCHYIO KOMHUCCHIO,
cozmannyio npukazom PVYIT «Munckas ®apmauus» ot 10.07.2026 Ne 159
«O co3/1aHNH KOHKYPCHOM KOMUCCHU».

25. KoHKypcHass KOMHCCHSI BIIpaBe OTMEHMTH IIPOLelypy 3aKyIKH Ha JIF0OOM
STale ee MPOBEIeHUS U He HeceT OTBETCTBEHHOCTH Iepe]l yYaCTHUKAMH MPOLIE/TyPhI
3aKyIKHA B Cllydyasx OTCYTCTBUs (PUHAHCHPOBAHMs, YTpaThl HEOOXOAUMOCTH
IpHOOpETEHHST TOBapa, W3MEHEHHs IpenMeTa 3aKynku M (MiaM) TpeOOBaHMH K
KBaTU(UKAIIMOHHBIM JJAHHBIM YYaCTHUKOB IIPOLIEAYPEI 3aKyTIKH.

IIpencenarens
KOHKYPCHOM KOMUCCHU

B.B.Hecrep
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